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ABSTRACT

As Mick Jagger said “You can't always get what yeant but if
you try sometimes you might find you get what yaed.” This is
an attitude that seems to prevail in the provisibmeb services.
The provision of quality of service is seen as angmmise
between the customer requirements and the abflitheoservice
providers and the underlying network. However mariythe
quality of service requirements of the customers &eing
ignored. This work outlines the importance of thestomer
requirements and provides a brief description opraposed

method of applying QoS requirements to Compositeb We

Services.

1. INTRODUCTION

Quality of service is a term that has been adafue@fer to the
measure of the performance of a system in the simviof a
given service. Often the measure of performancegsesented in
figures such as throughput, response time, up-tifleese
measurements are particularly useful in analyzhmeg functional
aspects of any given system. However, in this weekcontend
that an equal emphasis should be placed on thefummtional

aspects of quality required by the service requesto

For example, the commonly held acceptable resptinse for

web requests is given at one second. However,fidpise has
been evaluated based on the downloading of pagefoomation.

The rapid evolution of the internet from an infotioa

disseminator to that of a service provider requihesrevision of
this figure. The use of the internet for purchasprgducts or
services frequently requires the use of credit @af@mation for

payment of such items. This has been shown to riekelient to
become less patient in waiting for response. Thay e due to
the wariness of clients to submit financial infotioa across the
internet. A study in 2001 [1] showed that more theighty

percent of online customers are afraid of credit deaud. Thus,
while security may be included as part of a cliegtslity of

service requirements, it may be found that the éegmerienced
client will place a very high weighting on sucheguirement.

People do not trust computers to make decisionhein behalf..

Artificial intelligence is an obvious solution tbis problem, but
the level of complexity involved in even the simgilescenario
results in significant processing overhead. Onthefmajor goals
is in the application of QoS is in lessening of theerall time

taken to process the request. Wohlstadter, ehahdir work [2]

propose a decision making system with a layeredurfea
composition loosely based on the WS-Policy standadlyet it is
already out of date with current standards and neldyies.

Developing a future proof system is not an eady. tas
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2. QOS DEFINED.

There are many definitions of quality of servicaitable. Taking
a typical example, IBM have defined quality of seevfor web
services as including the following items [3]:

Availability. The service is in a ready state.

Accessibility. The ability to service a request.

Integrity. The entire transaction may be complededolled

back.

Performance. Generally measured in throughput aietd¢y.

Reliability. The ability to maintain the servicedaits related

quality.

Regulatory. Refers to the compliance with standards

Security. The level of security varies greatly withe

application type.
Each of the elements in the IBM definition catess & quality
service. Nevertheless, it can be seen from thismplathat while
the functional requirements of a customer are edtér, the non-
functional requirements are not considered. The-foantional
requirements may be as simple as the addition @itance
weightings to the above listed requirements or thegy be
domain specific requirements.

User perception plays a significant role in theicbmf service.
Consider an everyday example. Given the choice dmriw
purchasing at a large supermarket and a local shamy
customers will chose the local shop as it is neaobydue to the
rapport built up with the local shop over time. T8&ection of a
web service must allow for such factors. Considew ra web
service example. When shopping for books online gimeover
that FastBooks can deliver required purchases rfastian
Amazon. However, the customer will choose Amazonthey
‘know’ the company and ‘trust’ their credit cardammation with
Amazon.

We propose that the selection of service providectude the
ability of the clients to append additional infotioa regarding
the required quality of service and the level ofhemnce
(hardness) of these criteria.

3. CURRENT STANDARDS

Due to speed of evolution of web services, starmlawirounding
them are also evolving at high speed. Put simpigre is no
single standard concerning the provision of quadityservice in
web services. Rather, there is a stack of protocolscerning
various aspects of quality requirements. For exampl

SOAP, WSDL, UDDI and in a more encompassing way
WS- are all concerned with ensuring interoperghbil



WS-CDL for choreography of WS'’s.

BPEL4WS, WS-Management and WS-Reliability.

JAXTX and WS-CAF for transaction management

XML encryption, P3P are concerned with securityvieb

services.
More information on these standards may be found4&5].
These serve as an example of the very large reppsif
standards surrounding quality of service. While heatandard
covers different aspects or cover aspects fromffareint angle,
there is a clear need for conformity in standafide current de-
facto standards for web services are also numéyoudue to the
level of acceptance, provide a degree of confornbigpween
WS’s. A popular architecture for the support of wedyvices is
now briefly outlined.

4. SOA

Due to the requirement of speed in service promigitere is a
need to automate the intricate operations of qualft service
provision. The use of artificial intelligence, atenand well
structured standards and architectures are worldngrds this
goal. Starting at the architecture as a baselinsdoh operations
SOA is briefly outlined. SOA is the service orieht@rchitecture.
While SOA is not strictly a standard, but is intfaa architecture,
its importance to web services and their managenient
undeniable. In a study by the Aberdeen Group [@ 3 survey
respondents have either already employed SOA ol hele
begun planning, design or programming of SOA by ¢he of
2006. This provides an indicator of its populavityh 61% of all
respondents employing/about to employ SOA for tiygpsrt of
Web Services.

Mark Hapner [7] describes SOA as having five caracfions,
namely:

Service Composition.
Service Control.
Runtime infrastructure.
Service Delivery.
Service Access.

aghrwpndPE

Each of these aspects is important to this projectorder to
provide an enhanced QoS to clients it is propobatithis system
disassemble CWS into their constituent elementgpfocessing.
Each element of the CWS is then assessed for thigy ab
process within all given requirements. Functioneduirements
are considered in conjunction with non-functiorejuirements in
this systems decision during the matching clieméguests to
service providers services. The proposed systetasgned to run
across the SOA architecture.

5. WORKFLOW MANGAGEMENT

The management of work flows for web services istlaer long
held method of ensuring quality of services. Howewerkflow
systems often fail to take into account the unmtestie and
dynamic nature of web services particularly due rtm-time
environmental factors. While Cardoso et al. inirtiveork [8]
provide a good predictive QoS model which they endtis
suitable for WS'’s, it is clearly that the constgntthanging
environment over which the WS run would prove utzhie for
this method. WSFL, BPEL4AWS and ebXML have provha t

most popular workflow standards. However it is vaamnbting that
these some standards are not interoperable, sugiS&d and
ebXML [9]. Nevertheless, workflow forms an importaiement
of the management of Web Services and the relegarent
standards will be applied as much as is feasiblehto final
developed system. Managing the workflow, notwithdiag all
the current standards, is becoming increasinglyptexndue to
the dynamic and rapidly changing environment ovéictv the
services are run. One possible aid to the developrog such
applications is generative programming.

6. GENERATIVE PROGRAMMING IN WS

The use of generative programming for the developnef
components is undoubtedly a valuable tool in autoracode
and reducing the time spent developing standartkrsgs Tools
for generative programming allow the programmerewgel of
abstraction taking care of issues such as [10]:

Data dependencies,

Component sequencing,

Component communications, etc.
The enhancement of distributed applications thrathghaddition
of aspects combined with generative programming besn
discussed in [11]. The use of generative programnhias also
been discussed in [12] as a mechanism
communications between modules as a method ofviegdilash
crowds within web service applications. Further, [#8] it is
proposed that generative programming be appliedptdy new
behaviours to Business Process Execution LanguBgrEL()
based web services applications. Thus it is cleat generative
programming has much to offer distributed web servi
applications. Indeed, this work may be further erdea through
the development of a generative programming appdicdo adapt
the proposed system to take into account updatéeistandards
governing web services. That is, the web serviggdiegtion may
continuously carry out introspection to test itficefncy with
generatively programmed modules generated to upkatsystem
to perform more efficiently under the latest knadge gained. .

7. QUALITY REAPPLIED

The previous sections concerned our understandir@o®, the
current standards/technologies for supporting QeSearch into
the use of generative programming within web sesviand how
these may be applied to ensure the developmentanélardized
components for web services. It is our opinion #eth of these
standards while developed for a specific purposek Ithe
flexibility to implement clients requirements in ydahing other
than a pedantic manner. We propose to intensifyirttportance
of individual clients needs through the developmefta new
method of selection of web services based on cligtdria.

Consider the example in Figure 1. The client makesb service
request to a mediator. The mediator checks theestguor its
functional requirements. From this test it findsttlwo service
providers can service the request. The mediatar thecks the
non functional user requirements. This may revieat the client
requires previous transaction history with a senpcovider (SP)
thereby eliminating SP1 as they are ‘unknown’ te tfient. It
may be found that both SP’s can service the funatiand non
functional requirements in which case the curreting of the

to develop



service provider along with the environment histanay be
applied. For example, it may be found that the petw
connection to SP2 has proved unreliable in the pasthours in
which case SP1 may be favoured.

m Test functional requirements
Test non-fi 1 requir
. Fraluate Rating
Client Fraluate Exvivonment History

SP Rating
Emvirontment H.ismryJ

Figure 1 Mediator Decision Making.

You will have noted that we applied the test fondtional
requirements prior to the non-functional requireteehis has
been applied to ensure that a minimal functionguirement is
held before narrowing down with the
requirements. That is, the customer is often unavianctional
requirements unless there has been a disruptitimeirsystem. If
the functional requirements cannot be supported ileemed
unlikely that the non-functional requirements vk supported.
This should hold true for a significantly large fpon of the
clients thus reducing the time spent matching rstgue

In order to apply the customer requirements we rfitsgtdefine
the requirements in a form that can be searchedrfdrcompared
against when determining a match. To do this wetmesasure
the performance of service providers and the nétwoer which
they run. This is carried out from a number of atpéo ensure a
fair reflection of the service provider’s abilitfrirst, a service
provider will indicate on registration the expectiue taken to
service a request. In addition a monitoring todl e applied to
monitor the servicing of requests from the initiatjuest to the
final receipt of service. A rating mechanism wils@ be applied
based on previous valid customer ratings. The auste will be
validated to ensure that service providers caniast the system.

7.1 Measuring Performance

The monitoring tool will be required to measure geeformance
of the service provider in servicing a request. k\Vbas been
carried out on the measurement of the performahtieednternet.
Most notably work has concentrated on the perfoomanf the
Internet as a means of data dissemination through pages.
IBM have indicated a number of ways to improve veglvice
quality in [14], however the speed at which thehteslogy is
evolving means that even these basic steps neée t@vised.
Recent work on characterizing end-to-end perforraaat the
internet [15] has proposed a methodology that taytend will

non-functional

aid the provision of QoS to clients over oscillgtimetwork
quality. This approach may prove beneficial to guoposed
system.

7.2 Rating

Many web service systems currently available actbssnternet

offer a mechanism for rating of service providdisis rating can

then be utilized as an additional criteria in tieéestion of web

services. This should enhance the quality of seraichieved by
the service requestor. These systems are currentployed by

Amazon, for example in its provision of second-h&odk sales,

and in E-Bay through sales of an extensive rangeraducts. A

system of recommendation of service providers hesnbput

forward in [16] where service agents recommend iserv
providers to other agents. In this system the serdgigent has a
rating which is utilized to evaluate the servicewpder. Again this

system relies on the evaluator providing an aceuestluation of

the system. This is a subjective procedure andnmoayecessarily
reflect the true situation. Nevertheless, oveetammore accurate
representation will be found. Thus, in the earbgsts where for
example less than fifty users have given ratingsoer rating by

two or more users may skew the overall value. Iexpected

nonetheless that the number of users of web serwidebe large

thereby quickly negating this anomalous effect.

7.3 QoS Requirements Definition

In order for the matching of client requests antise providers
service abilities a method of assertion of QoS etsge necessary.
The proposed mechanisms include a level of stricgen the

application of client criteria, and the definitioof a service
agreement. The service agreement is a contraceddrg the

client and service provider prior to commencemehtservice

provision. Support for the negotiations of the cact is provided
by the client including support for transparency the

advancement of CWSs through separation into itsstitoent

elements. The definition of QoS requirements ishim form of a
tuple: (V, VasVip: Vvar V).

V = variable name

Vi, = variable association
Vi, = variable types

Vya, = Vvariable types

V, . = Vvariable weighting

It is necessary to ensure that variables nameleirclient request
match variables named in the service provider's gebvice

description, thus annotations to describe the #soc of the

variable are included in the definition. The importe of such
annotations is reinforced by the recent developr&@AWSDL

[17].

7.4 Service Level Agreement

The agreement between a service provider regaitiirapility to
service a request at the desired QoS level andclieat is
formalized in a service level agreement (SLA). Temntract
encompasses many aspects of the QoS requiremehudiig the
lifetime of the contract, penalties for non-adheeerand the
defined QoS requirements. In composite web serveresSLA is
defined for each element of the CWS, with anothesriading
SLA encompassing the CWS in its entirety. In thistem it is



also proposed to divide CWSs into their constituglaments for
processing. Thus the intermediary, mediator, may sedividual
elements of the CWS request to a number of sepric@iders to
acquire a faster / more efficient service provisidhe Service
Level Description (SLD) described in [18] is sui@tfor use in
this system. The SLA Server template includes imfdion such
as:

Service name,

Service description

Server name

Cost

Service time

Average delivery delay

Security features

Optional additional specifications.
The customer template is similar to that of theveetemplate.
Each of the client's criteria contain additional rgraeters
indicating if the requirement is a hard or softtemibn, and to
what extent the allowable deviation for each senacSLA must
be created. Likewise for each customer requestL@niScreated.
The V,, parameter can be utilized to define the hardnésbeo

criterion specified. The )y parameter may be restricted to a range

such as a scale of one to ten.

An alternative approach outlined in [19] describies application
of the Open Service Gateway Initiative (OSGI) toe th
development of Web Services. However, this standes not
been industry accepted and to date seems to reheagoncern of
academia. Originally OSGI was developed to applySQo
mechanisms to bandwidth intensive applications imadjeneral
applicability to WS’s is interesting, however tldgain concerns
itself with more functional aspects of QoS prowvisio

7.4.1 Monitoring Agent

As previously mentioned it is envisioned that a asefe
monitoring agent to assess the service providelisyab meet the
SLA. This agent would collect information from theervice
provider, the network and possibly the client ir tlorm of a
satisfaction rating. This agent could be queriedther agents if
required and would store the required informatimamn XML-like

form in order to conform to the SLAs.

7.4.2 WSLA

The Web Service Level Agreement (WSLA)
specification [20] offers a mechanism to create assaging
procedure for this system. The WSLA consists oéscdption of
the participants in the transaction, parameterscrigsg the
agreement and the requirements of both parties. [@hguage
covers the runtime management of the system, #aion of the
agreement, etc. The language assumes the appiidsioveen an
individual service provider, possibly an agent aadclient.
However, it is clear that the WSLA could be appligith little
modification to a multiple service provider systdrikewise, it is
also clear that minor modifications would enablgyatem where
service requests may be segregated for service.

8. SIMULATIONS

A number of simulations were carried out to test fiasibility of
the system. The simulations varied in durationtesysload and

language

network properties. The simulations carried outcemtrated on
the division of the requests into its constitueletreents and the
impact of such over the system.

Figure 2 Entity Count by State - Time Weighted.

In the simulations carried out two identical composservice
requests were created. The HolidaylnOne requestpnasessed
as a single unit. The Holiday request was dividatb iits
constituent elements for processing. From this nizegic of
graph, Figure 2, it can be seen that more of thaiddy’ requests
are processed than the non-separated ‘Holidayln@emiests.
Due to space constraints further discussion ofitmellations will
be reserved for later work.

9. DISCUSSION

It is interesting to note that entering the quat@ains “customer
requirements in web services” and “web service aust
requirements” yields no results. Surely this shiives not enough
weighting is applied to the importance of this topWork carried
out to date on the enhancement of quality of sergtems from
academia and has not yet truly been taken aboarsofiware
companies. Further, QoS considerations of compahiage
centered on the ability to service more customers.

The system proposed will enhance the quality ofisereceived
and perceived by the client. A basic outline of {hm®posed
system is presented in [21 & 22]. This work outfirthe current
offerings with respect to quality of service praeis Work as to
the potential gains afford through the use of gather

programming in the adaptation of the system to dtammetwork

changes has yet to be carried out. The work alswiges an
overview of the need to consider non-functionaleasp of QoS
along with functional requirements in the matchiofgclient’s

requests to available services. In particular wosk has provided
an outline of some of the methods being appliethéosystem to
ensure QoS is correctly adhered to. The definitbrthe QoS
requirements is considered paramount to the sydtamher the
additional of the level of hardness of the requeata adds a
unique aspect to this work. Further work on thevigmion of QoS

in CWS is ongoing, perhaps in the near future wi gat more

than just what we need.
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