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UAB Computer Forensics = 
Computer Science + Justice Science

At UAB we have a unique partnership based on the 
idea that Computer Scientists are pretty good at 
building tools to solve complex problems, and that 
Criminal Justice professionals need to be working with 
Computer Scientists to help them understand their 
problems better.

We call it: 
ά.ǳƛƭŘƛƴƎ 5ƛƎƛǘŀƭ 5ŜǘŜŎǘƛǾŜǎ ŦƻǊ ǘƘŜ нмst/ŜƴǘǳǊȅέ

Goals: 
Å Produce graduates who are ready to go to work in 
the area of Cyber Crime Investigation
Å Develop tools, techniques, and training for     
current investigators to improve their success rate



InfraGard

Å26,000 InfraGardmembers volunteer their 
time to share information with the FBI, other 
Federal agencies, and each other:

ï- to protect our national Critical Infrastructures

ï- to secure our Cyber infrastructures

ï- to share information to prevent terrorism and 
crime



Birmingham 
InfraGard

ÅIn Birmingham and Huntsville, more than 250 
InfraGardmembers meet monthly to share 
information.

ÅWithin the chapter, members in charge of 
information security share information about 
malware observed in their organizations, to 
help protect each other.



Types of Malware

ÅScanners / Worms

ÅSpammers

ÅKeyloggers

ÅSpyware / Adware

ÅRootkits



Viruses vs. Malware

ÅhǊƛƎƛƴŀƭƭȅ ŀ άǾƛǊǳǎέ ǿŀǎ ŎƻŘŜ ǘƘŀǘ ŎƻǳƭŘ ƛƴƧŜŎǘ 
itself into other pieces of code, such that 
when that other code is executed, the 
malware is also executed.  At execution, the 
virus would either:

ï- spread, by seeking other .exe or .com files that it 
could infect, 

ï- or detonate, performing whatever function their 
true purpose was.



Viruses vs. Malware

ÅaŀƭǿŀǊŜ ƛǎ ŀ ƭŀǊƎŜǊ ǎŜǘ ǘƘŀƴ άǾƛǊǳǎέΦ  

ÅMalware is any code that, when executed, has 
ŀ άōŀŘέ ŜŦŦŜŎǘΦ  {ǇǊŜŀŘƛƴƎ ǘƻ ƻǘƘŜǊ ŜȄŜŎǳǘŀōƭŜ 
files is not required.



Scanners and Worms

ÅWhile a Virus spread by scanning other files 
on a single system and attempting to inject 
itself where it found vulnerabilities, 

ÅA worm is malware that scans other systems 
and attempts to infect them where it finds 
vulnerabilities.

Åό9Ƴŀƛƭ άǿƻǊƳǎέ ǿŜΩƭƭ ŀŘŘǊŜǎǎ ƛƴ ŀ ōƛǘύ



Detecting Scanners and Worms

ÅFor a worm to spread, it needs to probe other 
systems for vulnerabilities.

Å{ƻƳŜ άǊŜƳƻǘŜ ŎƻƴǘǊƻƭƭŜŘέ trojansor bots will 
also scan.  We detect them in a similar way.

ÅWe detect worms by:

ï- phone calls from remote administrators

ï- anomalous network traffic

ï- honeypots



IDS

ÅIntrusion Detection Systems (IDS) ςby 
deploying sensors, both at the network 
perimeter, and internally, scanner traffic which 
is identifiable by a matching network pattern, 
will sound an alarm.

ÅAn IDS is placed at a network choke-point, 
where much traffic will pass, and compares all 
traffic to a database of known bad patterns.



Network Anomaly Detection

ÅNAD (or NBAD, where B = Behavior) compares 
ǘǊŀŦŦƛŎ ƴƻǘ ǘƻ άƪƴƻǿƴ ōŀŘ ǎƛƎƴŀǘǳǊŜǎέΣ ōǳǘ 
rather to historical behavior.  



NAD Example                         

Normal traffic for user X 
includes email, fileserver, print 
server, database, and web 
traffic.

Suddenly User X makes connection 
to every PC on his subnet, looking 
for an SQL server on every IP.

Because User X has never made 
multiple database accesses in one 
day . . . 
And because none of those PCs has 
ever acted as an SQL server, this 
traffic is flagged as an anomaly.



Honeypot

ÅA very effective honeypotfor catching 
scanners and worms inside your network is a 
simple web server / mail server combo, with 
extensive logging.

ÅBecause it is not an advertised server, there 
should NEVER be traffic to this server.  Any 
system talking to that system must be either 
infected, or is itself a scanner.



Spammers

ÅOne of the primary purposes for infecting a 
computer, is to use that computer to send 
additional spam.

ÅHow will we detect that?

ï- strange emails reported by co-workers

ï- firewall logs

ï- mailserverlogs



Detecting spam

ÅMuch spam is delivered using a custom SMTP 
stack.  In order to send spam, we have to talk 
to an outbound mail server.  Firewall logs can 
be checked for access to remote port 25 
access.

ÅInternal mail use should be established to only 
ǳǎŜ άŎƻƳǇŀƴȅ ǎŜǊǾŜǊǎέΦ  ¢ƘƻǎŜ ǎŜǊǾŜǊǎ ǎƘƻǳƭŘ 
ōŜ ǘƘŜ ƻƴƭȅ ŦƻǊƳ ƻŦ άƻǳǘǎƛŘŜ Ƴŀƛƭέ ŜȄŎŜǇǘ ōȅ 
clients authorized to use another form of mail



5b{ ǉǳŜǊƛŜǎ ŦƻǊ άa·έ
SMTP connections to strange locations



Keyloggers

ÅThere are two main types of keyloggers, and two 
main types of data exfiltration.

Åά/ƻƴǘŜȄǘ ǎŜƴǎƛǘƛǾŜέ keyloggershave a list of 
άƛƴǘŜǊŜǎǘƛƴƎ ǇƭŀŎŜǎέΣ ŀƴŘ ƻƴƭȅ ŎŀǇǘǳǊŜ Řŀǘŀ ǿƘŜƴ 
you are visiting login screens or places where 
sensitive information will be typed.

ÅάCǳƭƭέ keyloggersstore every keystroke you type.



Keyloggers

ÅReal-time exfiltration sends data to a 
collection point each time something sensitive 
is captured.

ÅThis data is often sent out to a webpage, using 
a standard format.  Sometimes the data is in 
plain text, but other types it is quite cleverly 
encrypted.



Keyloggers

ÅThe other type of exfiltration requires the 
keystrokes to be stored, usually in a single file.  A 
quick way to locate the file is to search for files 
which have been modified in the last 2 minutes 
after typing.  

ÅThese files are usually sent out at odd hours 
during the night.

ÅWatching for late night activity from internal 
ǳǎŜǊǎ ǿƘƻ ǎƘƻǳƭŘƴΩǘ ōŜ ǘƘŜǊŜ ǿƛƭƭ ǎƻƳŜǘƛƳŜǎ 
reveal this kind of keylogger.



Silent Banker ςŀ άōŀƴƪέ keylogger

Å bg1=money.yandex.ru/index.xml
Å ghjfe1=6
Å bg2=AuthenticationQuestion.asp
Å ghjfe2=6
Å bg3=usaa.com/inet/ent_pin/CpPin
Å ghjfe3=6
Å bg4=securebank.regions.com/IA/Challenge.aspx
Å ghjfe4=6
Å bg5=secure.websteronline.com/servlets/com.websterbank.servlets.Login
Å ghjfe5=6
Å bg6=nfbconnect.com/passmarkc/view.do?page=SigninChallengeQuestion
Å ghjfe6=6
Å bg7=callipygos.pheaa.org/auth/index.cfm
Å ghjfe7=6
Å bg8=golden1.com/secure/auth/hc1.aspx
Å ghjfe8=6
Å bg9=golden1.com/secure/auth/hc2.aspx
Å ghjfe9=6
Å bg10=cey-ebanking.com
Å ghjfe10=6
Å bg11=ibanking-services.com
Å ghjfe11=6
Å bg12=passport.yandex.ru/passport?mode=auth
Å ghjfe12=3



Spyware / Adware

ÅSpyware / Adware often results in pop-up ads 
which accompany websurfingbehavior.

ÅThe primary symptom is pop-up advertising, or 
unusual results from search engines.

ÅaƻƴƛǘƻǊ ǇƻǊǘ ул ǘǊŀŦŦƛŎ ǘƻκŦǊƻƳ ŀ άǇƻǇ-up 
ǎȅǎǘŜƳέΦ  CƛƴŘ ǿƘŀǘ ƭƻŎŀǘƛƻƴ ǘƘŜ ŜȄǘǊŀ ŎƻƴǘŜƴǘ 
comes from.  Search for other machines receiving 
traffic from that location.



Rootkits

Å! άrootkitέ ƛǎ ŀ ǇƛŜŎŜ ƻŦ ƳŀƭǿŀǊŜ ǿƘƛŎƘ Ƙŀǎ 
the ability to hide itself from the operating 
system.



Analyzing Malware

ÅSize / MD5s

ÅVirusTotal.com

ÅSandboxes

ï- anubisςAnalyzing Unknown BInarieS

ï- CWSandbox

ÅStrings

ï- unpacking for strings



Size and MD5

ÅAre two pieces of malware the same?

ÅCƛǊǎǘ ǿŜΩƭƭ ǎŜŜ ƛŦ ǘƘŜȅ ŀǊŜ L59b¢L/![Φ

ÅFor instance, today we fetched malware from 
Ƴŀƴȅ ǎƛǘŜǎ ǎŜŜƴ ƛƴ ǎǇŀƳ ŜƳŀƛƭǎΣ ǳǎƛƴƎ άwgetέΦ

ÅI fetch using this string to pull recursively from 
ŀ ƭƛǎǘ ƻŦ ¦w[ǎΣ ŎŀƭƭŜŘ ΨǳǊƭǎΦǘȄǘΩΥ

wgetςt 1 ςT 5 ςnpςr ςi urls.txt ςo out.txt



Size and Md5

Å DIR /S /B 

Å C:\ incoming\danger\virus.to.identify\aug18\4everforum.org\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\79.135.167.49\name.avi.exe
Å C:\ incoming\danger\virus.to.identify\aug18\abtecno.com\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\aeroprintcool.com.ar\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\andreas-cronauer.de\videosecrt927.exe
Å C:\ incoming\danger\virus.to.identify\aug18\anshi.com.ar\ install.exe
Å C:\ incoming\danger\virus.to.identify\aug18\ariovaldoramos.com.br\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\armaka.lh.pl\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\armaka.nazwa.pl\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\aventurasaladero.com.ar\ install.exe
Å C:\ incoming\danger\virus.to.identify\aug18\aventurasaladero.com.ar\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\barbara.ines.ro\ install.exe
Å C:\ incoming\danger\virus.to.identify\aug18\burzy.sk\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\cheahahs.com\adobe_flash.exe
Å C:\ incoming\danger\virus.to.identify\aug18\cloudrelease.com\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\cybitech.com\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\czpha.unas.cz\ install.exe
Å C:\ incoming\danger\virus.to.identify\aug18\damaspost.com\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\divacouple.com\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\dmisystems.ro\ install.exe
Å C:\ incoming\danger\virus.to.identify\aug18\doscondos.net\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\dps-varna.com\ install.exe
Å C:\ incoming\danger\virus.to.identify\aug18\dps-varna.com\ viewer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\e-ontel.com\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\eastcoaststorageequipment.com\ installer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\emilimport.com\ e-card.exe
Å C:\ incoming\danger\virus.to.identify\aug18\ fikcja.nazwa.pl\ pornotube\video1439654.exe
Å C:\ incoming\danger\virus.to.identify\aug18\ fikcja.nazwa.pl\ pornotube\video54582.exe
Å C:\ incoming\danger\virus.to.identify\aug18\ fikcja.nazwa.pl\ pornotube\video76566.exe
Å C:\ incoming\danger\virus.to.identify\aug18\ fikcja.nazwa.pl\ pornotube\video8657786.exe
Å C:\ incoming\danger\virus.to.identify\aug18\ finger.czweb.org\ install.exe
Å C:\ incoming\danger\virus.to.identify\aug18\ finger.czweb.org\viewer.exe
Å C:\ incoming\danger\virus.to.identify\aug18\ fireline.hu\ installer.exe



Cut to demo  . . . 

Å\ incoming\danger\virus.to.identify\aug18

Å. . . Show MD5 and size stuff here . . .



VirusTotal.com 



VirusTotal.com



VirusTotal.com


