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UAB Computer Forensics =

Computer Science + Justice Science

At UAB we have a unique partnership based on the
idea that Computer Scientists are pretty good at
building tools to solve complex problems, and that

Criminal Justice professionals need to be working with > s

Computer Scientists to help them understand their ,f‘fc\ \

problems better. AT 2
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We call it: |
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Goals:

A Produce graduates who are ready to go to work in
the area of Cyber Crime Investigation

A Develop tools, techniques, and training for
current investigators to improve their success rate
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InfraGard

A 26,000InfraGardmembers volunteer their
time to share information with the FBI, other
Federal agencies, and each other:

| -to protect our national Critical Infrastructures
| -to secure our Cyber Infrastructures

| -to share information to prevent terrorism and
crime
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Birmingham
InfraGard
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A In Birmingham and Huntsville, more than 250
InfraGardmembers meet monthly to share
Information.

A Within the chapter, members in charge of
Information security share information about
malware observed In their organizations, to
help protect each other.
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Types of Malware

A Scanners / Worms
A Spammers
A Keyloggers

A Spyware / Adware

A Rootkits
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Viruses vs. Malware
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itself into other pieces of code, such that
when that other code Is executed, the
malware Is also executed. At execution, the
virus would either:

| -spread, by seeking other .exe or .com files that i
could infect,

I - or detonate, performing whatever function their
true purpose was.
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Viruses vs. Malware
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A Malware is any code that, when executed, has
I a0l Ré STFFSOUOD { LINZ
files Is not required.
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Scanners and Worms

A While a Virus spread by scanning other files
on a single system and attempting to inject
itself where it found vulnerabillities,

A A worm is malware that scans other systems
and attempts to infect them where it finds
vulnerabilities.
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Detecting Scanners and Worms

A For a worm to spread, it needs to probe other
systems for vulnerabillities.
A{ 2YS aNBY 2 0 BojasaryatsNl { €
also scan. We detect them in a similar way.
A We detect worms by:
I - phone calls from remote administrators
I - anomalous network traffic
I - honeypots

“ THE UNIVERSITY OF
ALABAMA AT BIRMINGHAM



IDS

A Intrusion Detection Systems (IDS)y
deploying sensors, both at the network
perimeter, and internally, scanner traffic which
IS identifiable by a matching network pattern,
will sound an alarm.

A An IDS is placed at a network chad@int,
where much traffic will pass, and compares all
traffic to a database of known bad patterns.
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Network Anomaly Detection
A NAD (or NBAD, where B = Behavior) compare

UN FFAO y20 02 aly2gy
rather to historical behavior.
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Normal traffic for user X

Includes email, fileserver, print

server, database, and web

traffic.
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Suddenly User X makes connection
to every PC on his subnet, looking
for an SQL server on every IP.

Because User X has never made
multiple database accesses in one
day . ..

And because none of those PCs has
ever acted as an SQL server, this
traffic is flagged as an anomaly.



Honeypot

A A very effectivédnoneypotfor catching
scanners and worms inside your network is a
simple web server / malil server combo, with
extensive logging.

A Because it is not an advertised server, there
should NEVER Dbe traffic to this server. Any
system talking to that system must be either
Infected, or Is itself a scanner.
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Spammers

A One of the primary purposes for infecting a
computer, Is to use that computer to send
additional spam.

A How will we detect that?
I - strange emails reported by amorkers
I -firewall logs
I - mailserverogs
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Detecting spam

A Much spam is delivered using a custom SMTF
stack. In order to send spam, we have to talk
to an outbound mail server. Firewall logs can
be checked for access to remote port 25
access.

A Internal mail use should be established to only
dzaS aO2YLJI] ye aSNIISNAEe
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clients authorized to use another form of mall

“ THE UNIVERSITY OF
ALABAMA AT BIRMINGHAM



5b{ 1jdzZSNARSa 7Tz
SMTP connections to strange location

Len=0

Len=0

on channel

ng tr:

10 mailh ohiohealth
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Keyloggers

A There are two main types é&kyloggersand two
main types of data&xfiltration.

Ad/ 2y SE G keficggeshavi & IBtSE
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you are visiting login screens or places where
sensitive information will be typed.

A & C dkéyfoggerstore every keystroke you type.
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Keyloggers

A Realtime exfiltration sends data to a
collection point each time something sensitive
IS captured.

A This data is often sent out to a webpage, using
a standard format. Sometimes the data is In
plain text, but other types it iIs quite cleverly
encrypted.
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Keyloggers

A The other type oE&xfiltration requires the
keystrokes to be stored, usually in a single file. A
guick way to locate the file is to search for files
which have been modified in the last 2 minutes
after typing.

A These files are usually sent out at odd hours
during the night.

A Watching for late night activity from internal )
dza SNhA ¢oK2 aK2z2dzZ RYyQu o0S
reveal this kind okeylogger
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Silent Bankec | & 0 Keyloyoger

bgl=money.yandex.ru/index.xmil

ghjfe1=6

bg2=AuthenticationQuestion.asp

ghjfe2=6

bg3=usaa.comiet/ent_pin/ CpPin

ghjfe3=6
bg4=securebank.regions.com/IA/Challenge.aspx
ghjfe4=6
bg5=secure.websteronline.cos#rvietgcom.websterbank.servlets.Login
ghjfe5=6
bg6=nfbconnect.conpassmarktview.do?pageSigninChallengeQuestion
ghjfe6=6
bg7=callipygos.pheaa.org/auth/index.cfm
ghjfe7=6
bg8=goldenl.com/secure/auth/hcl.aspx
ghjfe8=6
bg9=goldenl.com/secure/auth/hc2.aspx
ghjfe9=6

bg10=ceyebanking.com

ghjfe10=6

bgll=ibankingservices.com

ghjfe11=6
bgl2=passport.yandex.rpassport?modeauth
ghjfe12=3
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Spyware / Adware

A Spyware / Adware often results in pamp ads
which accompanyebsurfingbehavior.

A The primary symptom is pepp advertising, or
unusual results from search engines.

Aa2yAU02N LI2NI yn -upNI: FFA
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omes from. Search for other machines receiving
traff Ic from that location.
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Rootkits

Al rootkité Aa | LIASOS 2F
the ability to hide itself from the operating
system.
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Analyzing Malware

A Size | MD5s
A VirusTotal.com

A Sandboxes

I -anubisc Analyzing UnknowBInarieS
I - CWSandbox

A Strings
| - unpacking for strings
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Size and MD5

A Are two pieces of malware the same?

ACANBRGO 6SQff &aSS AT UF

A For instance, too[ax we fetcrlecj malware from
YlIye aAuSa asSSy wget &L

A | fetch using this string to pull recursively from
I fAad 2F !w[axX OF ff ¢
wgetct 1 ¢T 5¢np ¢r ¢l urls.txt co out.txt
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Size and Md5

DIR/S /B

Clincoming dangetvirus.to.identif\aug184everforum.ordinstaller.exe
Clincomingdangetvirus.to.identiff\aug1879.135.167.4%name.avi.exe

Clincomind dangetvirus.to.identify\aug18 abtecno.coninstaller.exe

Clincomind dangetvirus.to.identify\aug18aeroprintcool.com.avinstaller.exe
Clincomingdangetvirus.to.identifj\augl8andreascronauer.dévideosecrt927.exe
Clincoming dangetvirus.to.identifj\aug18anshi.com.avinstall.exe

Clincoming dangetvirus.to.identifj\aug18ariovaldoramos.com.hinstaller.exe
Clincomingdangetvirus.to.identiffaugl8armaka.lh.plinstaller.exe

Clincomind dangetvirus.to.identiff\aug18 armaka.nazwa.pinstaller.exe

Clincoming dangetvirus.to.identifffaugl8aventurasaladero.com.&install.exe
Clincoming dangetvirus.to.identiff\augl8aventurasaladero.com.&installer.exe
Clincoming dangetvirus.to.identifff\augl8barbara.ines.rbinstall.exe

Clincomind dangetvirus.to.identiffyaug18burzy.skinstaller.exe

Clincoming dangetvirus.to.identiffaugl18cheahahs.cofadobe_flash.exe
Clincoming dangetvirus.to.identiff\aug18cloudrelease.coninstaller.exe
Clincoming dangetvirus.to.identify\aug18 cybitech.coninstaller.exe

Clincoming dangetvirus.to.identiffaug18 czpha.unas.dmstall.exe

Clincoming dangetvirus.to.identifff\aug18 damaspost.coninstaller.exe

Clincoming dangetvirus.to.identiffaugl8 divacouple.corhinstaller.exe

Clincomind dangetvirus.to.identiffyaug18 dmisystems.rbinstall.exe

Clincomind dangetvirus.to.identiffaug18 doscondos.ndinstaller.exe

Clincomind dangetvirus.to.identiffaug18 dpsvarna.coninstall.exe

Clincomind dangetvirus.to.identiffaug18 dpsvarna.conviewer.exe

Clincomind dangetvirus.to.identiffyaug18 e-ontel.cominstaller.exe

Clincomind dangetvirus.to.identiffaug18 eastcoaststorageequipment.cdinstaller.exe
Clincomind dangetvirus.to.identifyy\aug18 emilimport.com e-card.exe

Clincomind dangetvirus.to.identifyaug18fikcja.nazwa.plpornotube video1439654.exe
Clincomind dangetvirus.to.identifyaug18fikcja.nazwa.plpornotube video54582.exe
Clincomind dangetvirus.to.identifyaug18fikcja.nazwa.plpornotube video76566.exe
Clincomind dangetvirus.to.identifyaug18fikcja.nazwa.plpornotube video8657786.exe
Clincomind dangetvirus.to.identiffyaug18finger.czweb.orginstall.exe

Clincomind dangetvirus.to.identiffy\aug18finger.czweb.orfviewer.exe

Clincomind dangetvirus.to.identifyfaug18fireline.huinstaller.exe
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Cut to demo

A\incominddangekvirus.to.identifyiaug18

A ... Show MD5 and size stuff here . . .
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VirusTotal.com

VIRUS
TOTAL l:l
File received on 08.19.2008 08:41:44 (CET)

Bntivizes  [version | Last pdate _ [Resuit
e
vivee - wiaw
Ewthention [ | - —
ey | -
e [ hemfwemw
Bitbefender || -
-
bower ] Trojan Packed 606
esafe
elrustver ] -
i ]

Fseowe - [ - |

Fortinet | | - |

ata |- [Trojan-bownloades Wind2 Exchangez oz

Taws = [mrojan-bropper Win3Z Nwar. 1kt

Rineivisss [ -

Raspershy | | -

Moatee |

Micmosopt | -

Wiz | = [ vaviant of wini2/Agent.imn_____|
-

]
Sophos | - fijenemeea
Swbere | | - |
Sgmantes |- [momomengie
T
fremdtioro | | - |
T e B
WiRohot | | - |
Wizwsbwster | | - |
Iwashez—oat R B T XPACK.G

-

Additional information

“THE UNIVERSITY OF
ALABAMA AT BIRMINGHAM




VirusTotal.com

VIRUS
’ TOTAL I:I
File installer.exe received on 08.19.2008 09:31:37 (CET)

Fntivizes  Tvemsion | Last Update [Resulr
Eahoa  pewesive | sweseeis |- |
iz Jredz | seesweds |- |
Buthentiom  Jsd.04 | seeeweis |- |
st eeso | seesweds |- |
Bitbefender fz [ seeesiv |- |
Cht-guickmeal .50 | sme.weds |- |
Clamav____ o | sees.oeas |- |
beweh  aaso.stm | sews.oeds |- |
17,
etemstver  ie.mas | oesaeds - |
: io | sowe.oe.ds |
ot fadse | sooe.oe.ds |

ERI

eafee e | sews.oeds |- |
biomosoft  [i.3807 | 7008.08.19 _|rrojanbownioader win32/Cheplay geniE
Wiy e | smsaeio |- |
Womman  Jeeedz | seesweds |- |
Pands  boea | seesweds ||
Poteols  aza | seewede |- |
Rising  peseiios | seesgeis |- |
Sophos
Swbelt — pidsagi | smesweds |- |
Smantes W[ smeeeis |- |
Thettacker 6.3.0.5.05 | sews.oe0 |- |
Trondtioro  Je.7ov.0.z00d | sews.oed |- |
Wz pases | sews.weds |- |
2008 .6.18.1339 eetsoeis ||
feiio [ seeseeds | |

- = 000000000000000000O00O0_"]
Additional information
File size: 44965 hytes

MD 5 28eeTell2f6df9f2a08h268031 alh
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VirusTotal.com
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