
Zeus Botnet:  
The need for Malware Intelligence 

November 5, 2010 

Gary Warner 

 



Agenda 

ÅIntroductions 

ÅThe UAB Computer Forensics Research 
Laboratory 

ÅSpam: The Root of All Evil? 

ÅPhishIntel 

ÅFrom Anti-Virus to Malware Intelligence 

ÅMalware Threats ς Koobface to Zeus 

ÅZeus Intelligence 

ÅSpear Phishing & Advanced Persistent Threats 
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The Mission 

Å UAB Computer Forensics Research Laboratory 
 

Å A partnership between Computer Science and Justice Science 
 

Å Using our team of Computer Scientists and Criminologists to 
Research & Develop Tools, Training, and Techniques to improve our 
response to Cybercrime 
 

Å Producing the most qualified graduates for cybercrime investigator 
positions 
 

Å Raising Awareness through public education of current cybercrime 
trends and counter-measures 
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Cyber Crime Threats 

ÅIn 2009, 1 in every 20 Americans was a victim 
of fraud. 

Å$54 Billion was stolen. 

ÅMany of these crimes begin with victims 
receiving a spam email message 
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Source: Javelin Strategy 2010 Internet Fraud Survey 
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Phishing & Fraud online 
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Yesterday Romanian authorities, 
working on tips developed with 
ǘƘŜ C.LΩǎ LƴǘŜǊƴŜǘ /ǊƛƳŜ ϧ 
Complaint Center, arrested 70 
hackers 

¢ƘŜ C.LΩǎ [ŜƎŀƭ Attache to Romania says cyber 
ŎǊƛƳƛƴŀƭǎ ƛƴ ǘƘŀǘ ŎƻǳƴǘǊȅ ǎǘŜŀƭ άƘǳƴŘǊŜŘǎ ƻŦ 
Ƴƛƭƭƛƻƴǎ ƻŦ ŘƻƭƭŀǊǎ ŜŀŎƘ ȅŜŀǊέ ŦǊƻƳ bƻǊǘƘ 
Americans. 



UAB Spam Data Mine 

ÅTo analyze millions of 
email messages each 
day, we use very fast 
dedicated servers. 
ÅOur data mine 

currently holds more 
than 500 million 
spam messages 
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άCǊŜǎƘέ ǎǇŀƳ όсΥнм !aύ 
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άCǊŜǎƘέ ǎǇŀƳ όсΥнм !aύ 
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άCǊŜǎƘέ ǎǇŀƳ όсΥнм !aύ 
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Copy the malware to your 
malware analysis Virtual Machine 
 
Launch your monitoring tools 
 
Launch your malware 

Determine where that IP 
address:  109.196.134.44 

Determine what else is on 
that IP address. 



άCǊŜǎƘέ ǎǇŀƳ όсΥнм !aύ 
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 antonkamolov.ru 
davidopolko.ru 
designfolkov.ru 
emailmarket.ru 
greatmaniak.ru 
hostagents.ru 
hypervmsys.ru 
ilovelasvegas.ru 
iolotik.ru 
margaritadoskina.ru 
micro-viagra.ru 
moneymader.ru 
ocean-traider.ru 
olgashelest.ru 
postfolkovs.ru 
ramumamamyla.ru 
ramumylamama.ru 
sabinakurshinov.ru 
sea-meter.ru 
silonhash.ru 
sopokilova.ru 
stop-aqua.ru 
surfomania.ru 
susaninlab.ru 
validhost.ru 
x5vsm5.ru 
yuyugrand.ru 

 

http://www.nomina.ru/search/alternatives_by_value.php?email=vadim.rinatovic
h%40yandex.ru 
 
Finds 27 related domains . . . 
 
http://whois-search.ru/email/all/asc/20/1/ 
vadim.rinatovich%40yandex.ru.html 
 
Davidopolko.ru was used as a Zeus Server C&C in May of 2010. 
 
ALL of these domains are documented to have been used in malware, many of 
which were password stealers. 
 
There are currently  nine Command & Control servers hosted on AS39150 = 
VLineTelecom LLC of Moscow. 
 
¢ƘŜ άVirusTotalέ ǊŜǇƻǊǘ ǎƘƻǿǎ ǘƘŜƛǊ ƳŀƭǿŀǊŜ ƛǎ ŘŜǘŜŎǘŜŘ ōȅ п ƻŦ по !ƴǘƛǾƛǊǳǎ 
products 
 
http://www.virustotal.com/file-
scan/report.html?id=ac6636d12952638374088266083f35b4abf6803f272ccdd72a
62cb0bcb2090de-1284996142 
 
 

http://www.nomina.ru/search/mywhois.php?domain=antonkamolov
http://www.nomina.ru/search/mywhois.php?domain=antonkamolov
http://www.nomina.ru/search/mywhois.php?domain=davidopolko
http://www.nomina.ru/search/mywhois.php?domain=designfolkov
http://www.nomina.ru/search/mywhois.php?domain=emailmarket
http://www.nomina.ru/search/mywhois.php?domain=greatmaniak
http://www.nomina.ru/search/mywhois.php?domain=hostagents
http://www.nomina.ru/search/mywhois.php?domain=hypervmsys
http://www.nomina.ru/search/mywhois.php?domain=ilovelasvegas
http://www.nomina.ru/search/mywhois.php?domain=iolotik
http://www.nomina.ru/search/mywhois.php?domain=margaritadoskina
http://www.nomina.ru/search/mywhois.php?domain=micro-viagra
http://www.nomina.ru/search/mywhois.php?domain=micro-viagra
http://www.nomina.ru/search/mywhois.php?domain=micro-viagra
http://www.nomina.ru/search/mywhois.php?domain=moneymader
http://www.nomina.ru/search/mywhois.php?domain=ocean-traider
http://www.nomina.ru/search/mywhois.php?domain=ocean-traider
http://www.nomina.ru/search/mywhois.php?domain=ocean-traider
http://www.nomina.ru/search/mywhois.php?domain=olgashelest
http://www.nomina.ru/search/mywhois.php?domain=postfolkovs
http://www.nomina.ru/search/mywhois.php?domain=ramumamamyla
http://www.nomina.ru/search/mywhois.php?domain=ramumylamama
http://www.nomina.ru/search/mywhois.php?domain=sabinakurshinov
http://www.nomina.ru/search/mywhois.php?domain=sea-meter
http://www.nomina.ru/search/mywhois.php?domain=sea-meter
http://www.nomina.ru/search/mywhois.php?domain=sea-meter
http://www.nomina.ru/search/mywhois.php?domain=silonhash
http://www.nomina.ru/search/mywhois.php?domain=sopokilova
http://www.nomina.ru/search/mywhois.php?domain=stop-aqua
http://www.nomina.ru/search/mywhois.php?domain=stop-aqua
http://www.nomina.ru/search/mywhois.php?domain=stop-aqua
http://www.nomina.ru/search/mywhois.php?domain=surfomania
http://www.nomina.ru/search/mywhois.php?domain=susaninlab
http://www.nomina.ru/search/mywhois.php?domain=validhost
http://www.nomina.ru/search/mywhois.php?domain=x5vsm5
http://www.nomina.ru/search/mywhois.php?domain=yuyugrand
http://www.nomina.ru/search/alternatives_by_value.php?email=vadim.rinatovich@yandex.ru
http://www.nomina.ru/search/alternatives_by_value.php?email=vadim.rinatovich@yandex.ru
http://whois-search.ru/email/all/asc/20/1/
http://whois-search.ru/email/all/asc/20/1/
http://whois-search.ru/email/all/asc/20/1/


PhishIntel 
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PhishIntelΥ ά/ƭǳǎǘŜǊǎέ ƻŦ ǇƘƛǎƘ 
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PhishIntel: Maltego 
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www.apfel-herz.de 
hacked 30 Sept 2010 



PhishIntel: i2 Analyst 
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Malware Intelligence 
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Here You Have Hype:  
ABC News 

A massive and dangerous email virus has spread like 
wildfire, flooding inboxes and disrupting operations 
across the globe. The email is landing in the inboxes of 
companies around the world. 

The attack appears to be global, so far affecting 
companies such as Disney, P&G, Dow, Coca-Cola and 
others. The Florida Department of Transportation's 
email system has been shut down, and other Florida 
government agencies have been affected, but so far no 
Texas government agencies are reporting any impact. 
The virus may have originated in Russia.  
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άIŜǊŜ ¸ƻǳ IŀǾŜέ IȅǇŜΥ 
USA Today 

Viral messages carrying an innocuous-looking 
"Here you have" or "Just for you" subject line at 
one point Thursday accounted for an astounding 
14.2% of spam messages moving across the 
Internet, says Nilesh Bhandari, Cisco product 
manager. 

 

So, at its peak, some 42 billion tainted "Here you 
have" or "Just for you" messages controlled by 
the same cybergang swamped the Internet.  
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άIŜǊŜ ¸ƻǳ IŀǾŜέ wŜŀƭƛǘȅ 
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Ironport ǎŀǿ ŀ άǇŜŀƪέ ƻŦ мпΦн҈ ƻŦ ǎǇŀƳΦ 
 
They monitor almost exclusively 
corporate email systems in the USA. 
 
300 billion emails daily x 14.2% = 42 
billion 

Microsoft compared Corporate vs 
/ƻƴǎǳƳŜǊ άIŜǊŜ ¸ƻǳ IŀǾŜέ ŀƴŘ ŦƻǳƴŘ 
more than 90% occurred only on 
corporate networks.  Also, more than 
92% occurred only in the USA. 

Cybercrime: Universal Threat 



άIŜǊŜ ¸ƻǳ IŀǾŜέ 
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9ƴŎƻŘŜŘ ƛƴ ǘƘŜ άIŜǊŜ ¸ƻǳ IŀǾŜέ ǿƻǊƳ 
ǿŀǎ ǘƘŜ ƴŀƳŜ άIraq_ResistanceέΦ 
 
Someone calling themselves the leader 
ƻŦ άTarek Bin Ziad DǊƻǳǇέ ǇƻǎǘŜŘ ŀ 
YouTube video claiming responsibility. 

Cybercrime: Universal Threat 



Iraq_Resistance 
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On September 10thΣ ǘƘŜ ¦ǎŜǊ άLǊŀǉ 
wŜǎƛǎǘŀƴŎŜέ ǇƻǎǘŜŘ ŀ ƳŜǎǎŀƎŜ ŎƭŀƛƳƛƴƎ 
ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ƻƴ άǾōƘŀŎƪŜǊΦƴŜǘέΣ ŀƴ 
Arabic language hacking forum where 
97,000 members have posted nearly 
700,000 messages. 
 
On May 10, 2008, that same user posted 
a message entitled:   
 
 сжмϼϦЪЮъϜ ϸϝлϮЮϜ ϣЯвϲ сТ ϣЪϼϝІвЯЮ ϞϝϠІ ϞмЯАв 

WANTED: Young People to Join Electronic Jihad 

Cybercrime: Universal Threat 



Cyber Army of God? 

ÅIn March 2009, the same author posted another 
message asking muslims who had experience writing 
ƳŀƭǿŀǊŜ ǘƻ άWƻƛƴ ǘƘŜ /ȅōŜǊ !ǊƳȅ ƻŦ !ƭƭŀƘέΣ ǎƛƎƴƛƴƎ ǘƘŜ 
ƳŜǎǎŀƎŜ ά/ƻƳƳŀƴŘŜǊ ƻŦ ǘƘŜ .ǊƛƎŀŘŜǎ ƻŦ ¢ŀǊƛǉ ōƛƴ 
Ziadέ 

ÅHis message on vbhacker of September 10th promised:   
 Фϲъ ϤЦм сТ амϮлЮϜ ϣЯЊϜмв пЯК ϸϝтϾ дϠ ФϼϝА ϞϚϝϦЪ ϸϚϝЦ аЂЦϜ ϸЦм
аыЂъϜ пЯК алϦЯвϲЮ ϝвϝЧϦжϜ 
  ά!ǎ ǘƘŜ /ƻƳƳŀƴŘŜǊ ƻŦ ǘƘŜ .ǊƛƎŀŘŜǎ ƻŦ ǘƘŜ Tarik bin 
Ziad, I swear the attacks will continue in retaliation for 
ǘƘŜƛǊ ŀǘǘŀŎƪǎ ŀƎŀƛƴǎǘ LǎƭŀƳΦέ 
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άIŜǊŜ ¸ƻǳ IŀǾŜέ LƴǘŜǊǇǊŜǘŜŘ 

ÅHow many of your companies had an experience with 
ǘƘŜ άIŜǊŜ ¸ƻǳ IŀǾŜέ ǿƻǊƳΚ 

ÅHow many of you properly analyze attacks in order to 
understand their origin, impact, and implications? 

ÅIn other words ς did your organization know that a 
radical Islamic hacker who had pledged to destroy the 
US Army and US Companies had just planted back 
doors on the systems in their organization? 

Åό{ȅǎǘŜƳǎ ƛƴŦŜŎǘŜŘ ōȅ άIŜǊŜ ¸ƻǳ IŀǾŜέ ŀƭǎƻ ŘƻǿƴƭƻŀŘŜŘ 
a BiFrost trojan which granted remote access to the 
hacker) 
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The Depth of Your Threat 

ÅSo far in 2010, UAB students identified and 
reported to law enforcement 34,800 phishing 
sites attacking 270 financial institutions. 

ÅWere any of those attacks against your 
employees? 

Åά²ƻǊƪ CǊƻƳ IƻƳŜέ Ґ άwƛǎƪ CǊƻƳ IƻƳŜέ 

ÅWhat do you do to mitigate? 

Å²Ƙŀǘ ǇƻƭƛŎƛŜǎ Řƻ ȅƻǳ ƘŀǾŜ ǊŜƎŀǊŘƛƴƎ άŀǘ 
ƘƻƳŜέ ǊƛǎƪΚ 
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Malware analysis 
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ÅOn a single day last 
week, we analyzed 20 
άŜƳŀƛƭ ŀǘǘŀŎƘƳŜƴǘέ 
malware packages that 
we had seen at least 
250 times each that 
day. 

Å²ŜΩǊŜ ƘƻƴŜǎǘƭȅ ƳƻǊŜ 
afraid of the malware 
ǿŜΩǾŜ ƻƴƭȅ ǎŜŜƴ hb/9Φ 



UK Zeus Busts 

ÅSeptember 28th ς Metropolitan Police arrest 
19 cybercriminals for using Zeus to steal £20 
million (around $31M USD) 

ÅUkrainian, Estonian, Latvian, Georgian 
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Comparison: in 2Q2010 there 
were 1135 bank robberies / 
11 burglaries in the US 
clearing a total of $8 M USD 



Zeus ς Operation ACHing Mule 

ÅSeptember 30th, NY FBI announces 
indictments against 27 Zeus 
criminals.  17 are at large. 

ÅStudents were recruited through a 
άǿƻǊƪ ŀƴŘ ǎǘǳŘȅ ŀōǊƻŀŘέ ǇǊƻƎǊŀƳ 
that helped set up J1 Visas. 

ÅOnce in the US, students were 
provided false passports and 
invited to earn some extra cash by 
using them to open bank accounts 
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UAB Open Source Intelligence 

ÅhŦ ǘƘŜ мт άŀǘ ƭŀǊƎŜέ ŎǊƛƳƛƴŀƭǎΣ ǿŜ ŦƻǳƴŘ мл ƻƴ Facebook. 
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Yulia was apparently surprised by how much money she earned. 
Dmitry wanted to party with his money.  Here he is loving NY.  
Ilya bought a car with his. 



UAB Open Source Intelligence 

ÅCommon Facebook friends were used to 
generate leads for investigators 
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UAB Open Source Intelligence 

ÅFacebook pix indicated: 
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Adam Lilian may know Catalina Cortac (pictured 
here on top of Empire State building) 

Catalina Cortac may 
have known Marina 
Oprea (pictured here 
on Staten Island ferry) 

¢ƘŜƛǊ ŀǇŀǊǘƳŜƴǘ ǿŀǎƴΩǘ 
too hard to find with 
Facebook showing the 
ǎǘǊŜŜǘ ŀŘŘǊŜǎǎΧ 



Zeus ς Operation Trident BreACH 

ÅOctober 1, 2010 

ÅC.L Iv ǊŜǾŜŀƭǎ άǘƘŜ ōƛƎ ǇƛŎǘǳǊŜέ ŦǊƻƳ ŀƴ 
investigation beginning in Omaha in May 2009. 

Å $220 Million in ACH Wire transfer attempts, 
with $70 Million successful. 

Å/ƻƻǊŘƛƴŀǘŜŘ ŜŦŦƻǊǘ ōŜǘǿŜŜƴ ¦YΩǎ aŜǘǊƻǇƻƭƛǘŀƴ 
Police, Ukranian SBU, Netherlands High-Tech 
Crime Unit and FBI 

ÅFive Ukrainian ring-leaders taken into custody 
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Zeus Scope 
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Even though 
many arrests 
have been 
made, in the 
past 7 days, 30 
new Command 
& Controls are 
still live. 



Zeus Scope 
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Even though 
many arrests 
have been 
made, in the 
past 6 days, 35 
new Command 
& Control 
servers went 
live. 



Zeus Scope 
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And its not JUST an international problem . . . As you can see below 



Zeus Update November 5th! 
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According to an email I received at 
2:54 this morning, the Moldovan 
Center for Combating Economic 
Crime and Corruption has arrested 
6 bank officials and 1 ministry 
official.   The bankers were able to 
ǊŜŘƛǊŜŎǘ ŦǳƴŘǎ ǘǊŀƴǎŦŜǊǎ άƻƴ ǘƘŜ 
ǿƛǊŜέ ŎŀǳǎƛƴƎ ǘƘŜƳ ǘƻ ŀǊǊƛǾŜ ŀǘ 
different accounts than those to 
which they were directed. 
The ministry official provided the 
false identification papers to open 
new accounts. 


