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The Mission

A UAB Computer Forensics Research Laboratory

A A partnership between Computer Science and Justice Science

A Using our team of Computer Scientists and Criminologists to
Research & Develop Tools, Training, and Techniques to improve oL
response to Cybercrime

A Producing the most qualified graduates for cybercrime investigator
positions

A Raising Awareness through public education of current cybercrime
trends and countemeasures
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Cyber Crime Threats

Aln 2009, 1 in every 20 Americans was a victim
of fraud.

A $54 Billion was stolen.

A Many of these crimes begin with victims
receiving a spam email message

Source: Javelin Strategy 2010 Internet Fraud Survey
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Yesterday Romanian authoritie
working on tips developed with
0KS C.LQa Lydas
Complaint Center, arrested 70
hackers
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A To analyze millions 3]‘
email messages each
day, we use very fast
dedicated servers.

A Our data mine
currently holds more
than 500 million
spam messages
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from “Facebook, Marcos Jelinek” <maxgold@facebook, com
zubject Facebook Password Reset Confirmation 21 AM

ather actions -

Hey,
You have recently requested a new password.
You can see your new password in attached archive.

Flease notice that this message has been sent to all contact emails associated with your
profile. If you did not request a new password, it's likely that another person has mistakenly
tried to log in with the help of your login.

For maore information, visit our Help Center at http: e faceboolk comihelpf?topic=login
Thank you for attention,

The Facebook Securnty

B FacebookDOCKSE5435. 2ip
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9§ VIRUS
A TOTAL

Yirustotal

is

a service that

analyzes

suspicious files and URLs and facilitates the
guick detection of wiruses, worms, trojans, and
all kinds of malware detected by antivirus
engines. More information...

0 %T Community users)with a total of 0 reputation credit(s) say(s) this sample is goodware. 0 WT
Community usens)with a total of O reputation credit(s) sayis) this sample is malware.

File name:

Submission date:

Current status:
Result:

A Compact
Artivirus
Ahnl ab -2
antilfic
&t iy AUL
Zuthent ium
Zwast
Zwasth

AU
EBitDefander
CAT-Quickleal
C1 amaif
Comede
Drll=k
Emsisoft
eFafe
eTrust-et
F-Prot
F-Becure

Fortinet

FaceBookDOC exe
2010-08-21 12:03:57 (UTC)

14 /43 [25 6%%)

“ersion
Z010.09.21.01
G.2.%.58
z.o.2.7

S5 2. 0.5
4.8_1251.0
S5.0.574.0
F.0.0.851
T.2

11.00
0.96.2 . 0-git
El52
S.0.2.023200
s.0.0.27
T.0.17.0
26_1.1868
4.6.2.117
F.0_15270.0

4.1.14%.0

Last Update

2010

2010,

Z010.

2010,

z010.

2010,

2010,

2010,

£010.

2010,

Z010.

Z010.

z010.

Z010.

z010.

2010,

z010.

2010,

ng.21

ng.21

ng.21

ng.21

ng.21

ng.21

0g.E1

0g.21

031

0921

ng.21

ng.21

ng.21

0g.zn

ng.21

ng.21

ng.21

0921

Result

W22/ Trojan? BEET
Win2Z: 0ficla-22
Win2Z: 0ficla-2a

T Ciormrnunity

k&
notravlawed

SR ECOEI-

Print resutis &

Trojan.Win2z _ 0ficla!IK

W22 fTrojan? BEY

€

Fhaca

Ihkarus

Jiangmin

KTant iVizus
HKasper=zhy
Mcifee
Mcafee-Gl-Edition
Micro=oft

WOD2Z

Horman

nFrotect

Fanda

FCTools

Frews

Eising

Sophos

Surbelt

SUPERANG iSpywars
Semantec
TheHacker

TrendMicro

TrendMicro-HouseCall

a LJI

21

T2.1.1.85.0

l2.0.900

A EF.ESEL

T.0 0125

5.400.0_1158

£010.1¢

1.6201

5466

E.0E.06

2010-09-1.02

1l0.0.2.7

J 1 .

I.0

EE.GE.00.07

3 _57.0

B30

3.40.0.1008

Z0101.1.1.%

6.7 0.0_025

F.1g0.0.100%

F_1E0.0.100%

VEA2Z 2.12.14.0
TiRobot Z010.9.5.4021
Tirn=Fustar 1z . 65_18.0
Additional infor mation

HDS : aZcEifIfalfdfacikbIdbIa0c2d02EETa
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2010.09_21
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Z010.09 .21

201009 21
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Z010.09 .21
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2010.09_21

2010.03_z0

Win2Z:0ficla-aa

Trojan.TWin2Z _0ficla

Generic Downloader.sm

Tz Spammers. A0

High Risk Cloaked Malware

Troj/Bredo-EK

Show all
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Copy the malware to your

malware analysis Virtual Machine

Launch your monitoring tools

Launch your malware

Determine where that IP
address: 109.196.134.44

Determine what else is on
that IP address.

a CNbaKEe

LJI

Y

Standard query A moneymader.ru

Standard query response A 105, 15%6,134.44
tsdos390 > http [SYN] Seq=0 win=564240 Len=0 M35=1460
http > tsdos390 [SYW, ACK] Seq=0 Ack=l Win=64240 Len=0 M55=1460
tsdusEQD > http [ACK] Seq 1 Ack =1 W1n 64240 Len 0

http > tsdos300 [ACK] Seq =1 acks= 118 W1n 64240 Len D
HTTP/L.1 200 oF (text html]
http » tsdos350 [FIM, PSH, ACK] Seq=245 ack=118 win=64240 Len=0
tsdos390 > http [ACK] Seq=118 Ack=246 win=639%6 Len=0
tsdos390 > http [FIN, ACK] Seq=118 Ack=246 Wwin=63995 Len=0
http > tsdos390 [ACK] Seq=246 Ack=119% wWin=6423% Len=0

¥owsms. ru

nsl.xhwvsmh. ru
N32.x5Wsmo. £
ns.x5Svsns. ru
monevyvmader. £l

nsl.mwoneymader.ru
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antonkamolov.ru

davidopolko.ru
designfolkov.ru
emailmarket.ru
greatmaniak.ru

hostagents.ru

hypervmsys.ru
ilovelasveqgas.ru

iolotik.ru
margaritadoskina.ru
micro-viagra.ru
moneymader.ru
oceantraider.ru

olgashelest.ru

postfolkovs.ru
ramumamamyla.ru

ramumylamama.ru
sabinakurshinov.ru
seameter.ru
silonhash.ru

sopokilova.ru

stop-aqua.ru
surfomania.ru

susaninlab.ru
validhost.ru
x5vsm>5.ru

yuyugrand.ru

CNE A KéE

alLJ Y

http://www.nomina.ru/search/alternatives by value.php?email=vadim.rinatovic
h%40yandex.ru

Finds 27 related domains . . .

http://whois-search.ru/email/all/asc/20/1/
vadim.rinatovich%40yandex.ru.htm|

Davidopolko.ru was used as a Zeus Server C&C in May of 2010.

ALL of these domains are documented to have been used in malware, many of
which were password stealers.

There are currently nine Command & Control servers hosted on AS39150 =
VLineTelecom.LC of Moscow.
GKSANI YIf gl NBE A

¢ K&irugTotat NB L2 NI aK2 g a

products

http://www.virustotal.com/file-
scan/report.html?id=ac6636d12952638374088266083f35b4abf6803f272ccdd72a
62cb0bcb2090d64.284996142
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http://www.nomina.ru/search/mywhois.php?domain=antonkamolov
http://www.nomina.ru/search/mywhois.php?domain=antonkamolov
http://www.nomina.ru/search/mywhois.php?domain=davidopolko
http://www.nomina.ru/search/mywhois.php?domain=designfolkov
http://www.nomina.ru/search/mywhois.php?domain=emailmarket
http://www.nomina.ru/search/mywhois.php?domain=greatmaniak
http://www.nomina.ru/search/mywhois.php?domain=hostagents
http://www.nomina.ru/search/mywhois.php?domain=hypervmsys
http://www.nomina.ru/search/mywhois.php?domain=ilovelasvegas
http://www.nomina.ru/search/mywhois.php?domain=iolotik
http://www.nomina.ru/search/mywhois.php?domain=margaritadoskina
http://www.nomina.ru/search/mywhois.php?domain=micro-viagra
http://www.nomina.ru/search/mywhois.php?domain=micro-viagra
http://www.nomina.ru/search/mywhois.php?domain=micro-viagra
http://www.nomina.ru/search/mywhois.php?domain=moneymader
http://www.nomina.ru/search/mywhois.php?domain=ocean-traider
http://www.nomina.ru/search/mywhois.php?domain=ocean-traider
http://www.nomina.ru/search/mywhois.php?domain=ocean-traider
http://www.nomina.ru/search/mywhois.php?domain=olgashelest
http://www.nomina.ru/search/mywhois.php?domain=postfolkovs
http://www.nomina.ru/search/mywhois.php?domain=ramumamamyla
http://www.nomina.ru/search/mywhois.php?domain=ramumylamama
http://www.nomina.ru/search/mywhois.php?domain=sabinakurshinov
http://www.nomina.ru/search/mywhois.php?domain=sea-meter
http://www.nomina.ru/search/mywhois.php?domain=sea-meter
http://www.nomina.ru/search/mywhois.php?domain=sea-meter
http://www.nomina.ru/search/mywhois.php?domain=silonhash
http://www.nomina.ru/search/mywhois.php?domain=sopokilova
http://www.nomina.ru/search/mywhois.php?domain=stop-aqua
http://www.nomina.ru/search/mywhois.php?domain=stop-aqua
http://www.nomina.ru/search/mywhois.php?domain=stop-aqua
http://www.nomina.ru/search/mywhois.php?domain=surfomania
http://www.nomina.ru/search/mywhois.php?domain=susaninlab
http://www.nomina.ru/search/mywhois.php?domain=validhost
http://www.nomina.ru/search/mywhois.php?domain=x5vsm5
http://www.nomina.ru/search/mywhois.php?domain=yuyugrand
http://www.nomina.ru/search/alternatives_by_value.php?email=vadim.rinatovich@yandex.ru
http://www.nomina.ru/search/alternatives_by_value.php?email=vadim.rinatovich@yandex.ru
http://whois-search.ru/email/all/asc/20/1/
http://whois-search.ru/email/all/asc/20/1/
http://whois-search.ru/email/all/asc/20/1/

Phishintel

You are currently logged i1

LM rhishintel

UAB Computer Forensics Research Labs

Home AllBrands Report Phish  User Dashboard Contact Us

If you would like more information about any of the phish listed below, please contact us

Brand URLID 18 Host

Domain URL

urlid  Brand  FirstSeen Last Seen P Host Domain URL Files
74245 HSBC 82163123234 wevve berlinhaninore bet |.lll|IZ W |\'.'IH!?h.lnin"I=_'-"|I|I\-"|Il.l-"l'."..l'.' -
Swww hshecouk//index hrml
472739  HSBC SE30143.098 O0B[ax.com O0Bfax.com htep:/ /O0B(ax com./cacti/ test/r/ 1
74806 HSBC 20843645 alertmyacccom gl huepe!falertmyacc.com/hsbace/ Logon hitm ]
472195 HSBC lib thshineeduvw tncedutw htep://lib thshincedurw! server/ update himl 1
472212 HSBC SBI0143.098 o O0Blax com heep: com/cacti/test/t/ 1
463392 HSBC B4.107 48, www.redeasdail hacom br redeasdailhacom br huepy//www redeasdailhacom br/IBlogin html 1
hueps! fwww parisiany
49 HSBC 118620113 WWWparisiany v . ) '!‘\II - 20
pessionid={ CHL
63.htm
474660  HSBC 2010-10-08 SR30U43.1098 O08lax.com O08fax.com http:/ /008X com/cacti/ test/of 1
74304 HSBC A 2005948201 de-ab201vel ocom netar httpe!/de-ab200 velocomnetar/iregullar html 1

Cybercrime: Universal Threat
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Maltego Client 3.0

|| Palette 4
= Infrastructure
AS

DNS Name

i

Domain

= IPv4 Address

Location
4
5!'- MX Record
E"! NS Record

Netblock

Website

=l Personal

Email Address

Person

Phone Number

Eo

Phrase

= Output - Transform Output™®

nsform To Emzil Rddresses [using Search Engine] on 1 entities

Running tra
uld not
rm To

d any matching email addresses
mail Addresses [DGP] returned with 0 entities

Trans

Bunning transform To URLs [Show search engine results] on 1 entities

Transform To URLs [Show search engine results] returned with 0 envities
To Per
; matching email addresses

[BGP] returned with 0 encities

[BGE] on 1 entities

emzil zddress exists [SMTP] returned with 1 entivies
mail Addresses [using Search Engine] returned with 2 entities
ebsite [using Search Engine] revurned with € envities

m _SezrchEngs

Mo resulps

m

[www apfel-herz.de]

- Details

Humber of Results ﬂ o0 0/ d s Selectparents  fg Add parents A 3 Zoom to
s “ A selectchidren A, Add chidren N Zoom it
Quick || Select Invert Zoom Zoom
Find Al Selection J% Select neighbours 24 Add neighbours in out
B New Graph (1) * =N oveniew » x
Mining Vie: Dynamic View Edge Weighted View Entity List
dr-1@w.cn
Elf Detail View » x
419bait om -
jliljnet
] 1 1 - Generator detail
P ™ Ly E
w111
L ] 1 L |
b i P
www figueira.com www.419baiter.com
- Snippet(s):
(' %)
& H
saudi.scorpion@agmail.com w.en [waw volleyballopening. de’
< [ 3 =
¥ o=

DNS Team Was Here
Hacked By

g4 18 dglibl ol s
(1t i)\ Ol gl 1

ol dis oo iy o

S4udi*Scorpion

saudi.scorpion @ Gmail.Com

dr.-1 " w.cn

www.apfetherz.de
hacked 30 Sept 2010



Phishintel 12 Analyst

=+

Canada
87. ZD;\'S 5.55 http: {fwww, figoiviceinfo, com
iffsvtsafi.net referenced on defaced site

ip adldress referenced on defaced site http: /fabbasamrani.net

i ;
www. dns-team.net

i i a i
http: /fgabrielaguinaga.com Wiy, Scam4u.com

referenced on defaced sites
referenced on defaced site
Contact

whois contact is daimed by

webmaster @quaranteedpayouts.com \ ¥ m
—_—
listed as Contact Me
’@‘ —_— httpe: {fwww easyavia.nel |

1
//E otmail.es

referenced on defaced site: figojuiceinfo.com

@ belongs to OthMan So Manix

room-hacker on Facebook

guaranteedpayouts.com

daimed hack on dahayaz.com

claimed hack on dacfinance, com ]
v .
z%s@hotmail. fr — I .
@ s
dr.-1@w.cn ; 7 “ _____ - —"school” on Facebook profile— @ —also notes school as "jiria"— ]
I tjiria
ol m
= 2]
- . ®
[

Facebook Profile

alebi Mehdi Fa
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Malware Intelligence

THE UNIVERSITY OF
A_ABAMA AT B ANINGHAM

Computer Forensics

Koobface July 13 \ Link\xx\‘- Copyright 2009, University of Alabama at Birmingham
/ \ Link.

Link. @ %
: lastshanse26032009. com @]
3 Link —__-__-_———‘-- \
Link \ Whois 2009polevandrey@mail.ru
i a
fdnsémar09.info supersearch20090330.com
rd
a ©
Nua0B032009. biz wnames1404.com /
Whais ; bigillyxxx@qmail. com
Link Link gvillyxxx@q

Link

@
kfmnmkswrnkcxlgpfdxb68@amail,com \ i
'y
Whois £ 3
/ KoobFace June 1

(@
trisem.com
Link

Ay Link Yy ik / ‘ Whois Link.
p e
> a . a ©
nuaz0090528.com Link KoobFace June 19 LIT_‘i(nk upr0306.com 3
/ g __— Lin
ot ink
T i Y
@ /Whms uprlSmay.NL» k. Link. T g a
/ \ N % :
= ! Link’ uprtrishest.com ) KoobFace July 2
kx05583@amail.com P i il Lok

& | lk—__ [FHE
i
KoobFace June 12

e ——
Whois
rd040609-cgpay.net _"-ﬁ-‘[ @ ]

contact@privacyprotect.or
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Here You Have Hype:
ABC News

Amassive and dangerous email virus has spread like
wildfire, flooding inboxes and disrupting operations
across the globeThe emall is landing in the inboxes|of
companies around the world.

The attack appears to be glohaso far affecting
companies such as Disney, P&G, Dow, Cmta and
others. The Florida Department of Transportation's
email system has been shut down, and other Florid:f
government agencies have been affected, but so far nc
Texas government agencies are reporting any impact.
The virus may have originated in Russia

Cybercrime: Universal Threat 16



a1 SN 2dz | | @S
USA Today

Viral messages carrying an innocudaisking
"Here you have" or "Just for you" subject line at
one point Thursday accounted for an astounding
14.2% of spam messagawoving across the
Internet, sayNileshBhandarj Cisco product
managetr.

So, at its peaksome 42 billion tainted "Here you
have" or "Just for you" messagecontrolled by
the samecybergangswamped the Internet

Cybercrime: Universal Threat 17



i labarg
PELP N

2dz | | @O

5
HYH Worm Messages as a Percent of Global Spam

lronporta I ¢ | G LISl 1€ 27F
They monitor almost exclusively
corporate email systems in the USA.
) 300 billion emails daily x 14.2% = 42
billion

Microsoft Malware Protection Center
Microsoft compared Corporates T eporstao. Comsgrircongitens
/| 2y adzYSNJ al SNbB | 2dz Efgﬂ-_WMR

< 80%
more than 90% occurred only on 2 0% 14 \/\ corporae
8 oe -
corporate networks. Also, more than 3 aox A .
. T 30% -Consumer
92% occurred only in the USA. g -
7 0|1 2‘;_4‘5‘6 ?‘3 9 1:0|11!12 13!14 15‘15!1? 18
Sept. 10, 2010
as of 6:59 PM GMT
Cybercrime: Universal Threat 18
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> labamg .
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al SN 2dz | |

YOU Search Browse  Uple y, é 2 ﬁ S
| I a

Mm Subscnbe : m Uploads Favorites

i 9,
X&) Ao
0, )

N\ %UTER FORE“

Ay GKS al S
ragy Redsginca®

W ¢

Someone calling themselves the leader
2 FTarékBinZiadD NP dzLJ¢ LJ2 &
YouTube video claiming responsibility.

Andalusia

Here You Have virus.
IRAQ Resistance - Leader of Tarek Bin Ziad Group.

> @] oz 3601

"Here You Have" Virus /j Uike

Froer Qrod | September 12, 2010 | 202 vews

Cybercrime: Universal Threat 19



Iragq_Resistance

~ OnSeptember Mz G KS | aS|
77" wSaradlyoSé Lrauos
o e NBALRYAaAOATAUE 2Y
e Arabic language hacking forum where
e e e s e 97,000 members have posted nearly
’ 700,000 messages.

ChSEtd e e e On May 10, 2008, that same user post
ity 3453 b5 38 ey 050 a message entitled:

CXMPbDbBbKLF pFntOF wdBC
WANTED: Young People to Join Electronic Jiha




Cyber Army of God?

A In March2009, the same author posted another
message askinguslimswho had experience writing
YEf 6l NB U2 GW2AYy UGKS /&
YSaal 3sS a/ 2YYlIYRSNI 27F 0
Ziack

A His message ovbhackerof Septemberl 0" promised:

écbv dUM cT amTnilOF wWHAHF|
ablbbkF NnAK anbdBclO FBF UYbh

0OKSANJ GalFOo1a F3aFrAyad L

a!''a 0KS [/ 2YY!Il YRS NJTarikbind K
Ziad | swear the attacks will continue In retaliation for




al SN  2dz | | gS.

A How many of your companies had an experience wi
0KS al SNB 2dz | | dS¢ @2 N

A How many of you properly analyze attacks in order t

understand their origin, impact, and implications?

th
Y |

O

A In other words; did your organization know that a
radical Islamic hacker who had pledged to destroy t
US Army and US Companies had just planted back
doors on the systems in their organization?

Ao{éeaisSya AYyFSOGSR o0& al
a BiFrosttrojan which granted remote access to the
hacker)

e




q The Depth of Your Threat

A So far ir010, UAB students identified and
reported to law enforcemen84,800 phishing
sites attackin@70financial institutions.

A Were any of those attacks against your
employees?

Ad22NJ] CNRY | 2YSé T

A What do you do to mitigate?

A2 KId LRfAOASE Rz &2
K2YS¢ NXajKkK

oV

0z




Malware analysis

A On a single day last

CyberCrime & Doing Time week, we analyzed 2(

A Blog about Cyber Crime and related Justice issues (r] S Y I A f I l_,] lj I
malware packages that
s Linking Spam by its Attachments we had seen at least
— . 250 times each that
o e day

A2 SONBF K2y Sa
afrgid of tbe malware
pSQOS 2yt e

sal Threat 24




UK Zeus Busts

32 oV
MPUreR FORE"

A September28h ¢ Metropolitan Police arrest
19 cybercriminals for using Zeus to stealE
million (around 81M USD)

A Ukrainian, Estonian, Latvian, Georgian

Comparison: in 2Q2010 there .

were 1135 bank robberies / =%
11 burglaries in the US
clearing a total of $8 M USD £

-:
=]
S|
=
L
[
4]
M
d=T|
ko]
p
~L
L
B
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A Septembe3d", NY FBI announce
iIndictments agains?7 Zeus
criminals. 17 are at large.

A Students were recrvuited through
ag 2 NJ I YV R éUdzRe
that helped set upl}Visas.

A Once in the US, students were
provided false passports and

invited to earn some extra cash .

using them to open bank accoun

Spam: The Root of All Evil?

. Zeusc OperationACHindMlule

WANLED

2258

B BV
e

A
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Yuliawas apparently surprised by how much money she earned.
Dmitry wanted to party with his money. Here he is loving NY.
llyabought a car with his.

Spam: The Root of All Evil? 27



=~ UAB Open Source Intelligence

A CommonFacebooKriends were used to
generate leads for investigators

Eugen Cucereanu

Codreanu Dorin

SSSSSSSSSSS

Acord Travel Cristina Zaharia

Nicolae Cotelea gy iaccy Stefan

Spam: The Root of All Evil? 28
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@n UAB Open Source Intelligence

M2 reR FORE

A Faceboolplx indicated:

AdamLilianmay know Catalin€ortac(pictured
here on top of Empire State building)

o

e

CatalinaCortacmay
have known Marina
Oprea(pictured here
on Staten Island ferry

¢CKSANI I LI NI YSYy i
too hard to find with
Faceboolshowing the
AaU0NBSU I RRNB&aXx

Spam: The Root of All Evil? 29



A October 1, 2010
AC. L Iv NBYSIfa 4a4iGKS

=« Zeusg Operation TridenBreACH

0 A

Investigation beginning in Omaha in May 2009.

A $220 Million in ACH Wire transfer attempts,
with $70 Million successful.

Al 22NRAYIFGSR STF2NI 0
Police,UkranianSBU, Netherlands Higfech
Crime Unit and FBI

A Five Ukrainian rindeaders taken into custody

Spam: The Root of All Evil?

Pa

S
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100.87.66.116 lonline][ 1]
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Zeus Scope

FastFlux Botnet
FastFlux Botnet
FastFlux Botnet
FastFlux Botnet

IEN=E Il

- EIlllEENN

Cybercrime: Universal Threat

A510929
4551554
ASZ10338
A551103
4513155
454134

AS12522
AS36351
A543506
AS6H49

A543181
A543151
AS50965
AS43733
A529106
4529106
ASZ23106
A529106
4542560

AS21035
4541535
ASZ29106
A529106

Even though
many arrests
have been
made, in the
past 7 days, 30
new Command
& Controls are
still live.
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Zeus Scope
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Cybercrime: Universal Threat

AS4I806

ASZ0564
ASZ9106
AS16Z65
AS10929
4551554
AS4935]

AS49506

AS34528
AS1E32E
AS36351
AS4I806
AS34528
AS6543

Even though
many arrests
have been
made, in the
past 6 days, 35
new Command
& Control
servers went
live.
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Zeus Scope

And its not JUST an international problem . . . As you can see below

Zeus Tracker :: A521844 {(THEPLANET-AS - ThePlanet.com Internet Services, Inc.)

The list below shows all 2eus C&Cs and FalkeURLs which are hosted in AS21844 (THEPLAMET-AS - ThePlanet.com Internet Services, Inc.) network
space,

Set a filter for the list below: online Feus hosts | offline Zeu= hosts | Zeus hosts unknown status | Zeus hosts with files online | all

FJ subscribe this list via RES faed

2010-10-25 [B@  zioaskc.com 174.121.57.219 4  [ONnEl 0 Motlisted Enom, InC. =
z010-10-11 [  liquidstore.com 7454205106 4  [ANIOEEL 00 fatlisted) copapoy.com, INC, L=
2010-10-05 [  meclendonbuilders.com 745219266 4 [Nl 0 Metlisted coDaDDY.COM, INC, =
z010-10-0z [B@  innovatek.cn 74.54.205109 4  [ENINEE 00 Ratlisted) inamepPro dba Dynadat =
2010-09-23 @  impulsemagazine.net 17412096156 4  [NINEl. 0 Metlisted| GoDaDDY.COM, INC, =
z010-09-20 [  onac.com 7454139162 4 [N 00 Matlisted) copapoy.com, INC, L=
2010-09-17 @@  latinasinternacional.com 7454139162 4 [NINEl. 0 Metlisted coDaDDY.COM, INC, =
2010-09-17 [@@  sogston.com 174.121.20.226 4 [0 atlisted) enom, e, =
2010-09-17 @  rocky-mountsinmedia.com  174.121.239.98 4 [ONINEl. 0 | Motlisted EMOM, INC. =
2010-09-16 - chimerawebdesigns.corm.au 74.54.145.18 4 -_— n/a E
2010-09-13 [  shwarzqold.com 745482223 4  [ONiEl 0 Hotlisted RAMGER REGISTRATION (MADEIRA) =
2010-09-11 [  platinumnalbumm.com 7454.82.223 4 [ENIEED 0 Watlisted] REGISTER.COM, INC, =

# of Zeus Hosts: 12

Cybercrime: Universal Threat 33



Zeus Update Novembéi!

According to an email | received at
2:54 this morning, the Moldovan
Center for Combating Economic
Crime and Corruption has arrested
6 bank officials and 1 ministry
official. The bankers were able to
NERANBOU FdzyRa
gANBE Ol dzaAay3a |
different accounts than those to
which they were directed.

The ministry official provided the
false identification papers to open

new accounts.
Cybercrime: Universal Threat 34
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