Phishing and Identity Theft:
Protect Your Employees
Protect Your Organization
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Shake up your expectations
of notebook engineering.

Read More About: Hackers

Hackers Launch Major Attack
on US Military Labs

Hackers have suczeeded in breaking into the
computer systems of two of the U.S." most
important science labs, the Oak Ridge National
Laboratory and Los Alamos National Laboratory.

John E. Dunn, Techworld
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Hackers have succeeded in breaking into the computer
systems of two of the U 5. mast important science labs, the
Oak Ridge Mational Lehoratory (ORMLY in Tennessee and Los
Alamos Mational Labo-atory in New Mexico

In what & spokesperscn for the Oak Ridge facility described
as a "sophisticated cyber attack " it appears that intruders
accessed a database of visitors to the Tennessee lab between
1980 and 2004, which included their social security nurnbers
and dates of birth. Three thousand researchers reportedly visit
the lab each year, a who's who of the science establishment
inthe U.5

The attack was descrized as being conducted through several
waves of phishing emzils with malicious attachments, starting
on Oct. 29. Although not stated, these would presumably have
launched Trojans if opened, designed to bypass security
systems from within, which raises the likelihood that the
attacks were targeted specifically at the lab
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n The attack
being conducted through
several waves of phishing
emails with malicious
attachments, starting on
October 2 9th, 0o
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Titan Rain
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The Invasion of the Chinese Cyberspies

(And the Man Who Tried to Stop Them) S hawn Carpenter

By NATHAN THORNBURGH Monday, Aug. 29, 2005

b 1= e let the public know
about Titan Rain

It was another routine night for Shawn Carpenter. After a long day il il
analyzing computer-network security for Sandia National Laboratories, = Print

B4 Email

where much of the U.S. nuclear arsenal is designed, Carpenter, 36,

retreated to his ranch house in the hills overlooking &lbuquerque, N.M.,

for a quick dinner and an early bedtime. He set his alarm for 2 a.m.
Waking in the dark, he took a thermos of coffee and a pack of Nicorette
gum to the cluster of computer terminals in his home office. As he had

almost every night for the previous four months, he worked at his secret
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A Traditional phish

A Traditional phish motivators

A Non-Traditional phish (target acquisition)
A Spear phish

A Spear phishing motivators




University of Alabama at Birmingham
Computer Science + Justice Science

At UAB we have a unique partnership based on
the idea that Computer Scientists are pretty good
at building tools to solve complex problems, and
that Criminal Justice professionals need to be
working with Computer Scientists to help them
understand their problems better.

We call it:
ABuil ding DigitalstCeat ectyioV

Goal:
Developing better Tools, Training, and
Techniques to fight CyberCrime




University of Alabama at Birmingham
Spam Data Mining

When it comes to CyberCrime, e

NSpam
the Root
of Al |

We use our proven
experience in the areas of
Grid Computing and Data
Mining to examine millions
of spam messages looking

for ways to help the Good
Guys lock up the Bad Guys A 256 processor computer will be dedicated
to investigating spam-based crimes




Reported volumes . . .Spam

A Spam has increased over 65% since January
2002.

A Approximately 88% of all email is classified as
G 2dzy | é
A From Sept 06 to Mar 07 Postini collected 60

billion pieces of spam totaling 537.7 Terabytes
of data!




Reported volumes . . .Botnets

A From July to December 2006, Symantec saw
an average of 63,912 active boifected
computers PER DAY, an increase of 11%.




Reported volumes . . .Phishing

A UAB antiphishing researchers documented 23,000
phishing sites in the Fall Term of 2007, attacking 243
financial institutions.

A Symanteaeports 166,248 unique phishing messages
from July to December 2006.

A 904 Unique phishing messages per day during
second half of 2006.

A Blocked 1.5 BILLION phishing messages in that
period.

A IBM reports 71.37% of phishing emails attack US
companies. 55% are hosted in th&A
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Reported volumes . . .Malware

A Of the 4 million computers cleaned by
aAONRaz2FTuQa avYlfAOAZc
from January to June 20@a2 million of them
had at least one backdoor Trojan horse.

A 43,000 new variants of malware were found
during this period.
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Source: GAQ.




What iIs Compliance?

A Compliance is the state at which a company can be proven to be
following a stated (and approved) set of policies and procedures.

A Compliance is Unrelated to Information Security.
A Achieving compliance does not usually entail a forced 1SQ upgrade
A The goal of this presentation:

A Cause Defensive Thinkers to desire to communicate to their
audiences that/'SER AWARENEa el a Heightenedhformation
Security Quotient(1ISQ) among the users will protect your assets
when Firewalls and AnYirus software will not.
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Are Your Business Partners Safe’

A Oct 4 . . . State of Massachusettes License
office loses 450,000 records of professionals.

AOct 2 ...14,000 donors to the Nature
Conservancy have their identity data lost.

A Sep 28 . . . 800,000 job applications, complete
with SSN, stolen from The Gap.




Are your employees safe?

A 6 million Ameritrade users
A 46.7 million TIX Customers

A 146,000 people who submitted applications at
adzal 220ad3l2 ¢

A If they lose their identity, IS YOUR COMPANY
at risk?
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CEO Password Tutorial




NatWest

»  Restart Form

OnLine Banking

OMLIME CUSTOMER COMFIRMATION FORM

Your Personal Details

Pleaze enter your Title, First name, Middle narmel(s), Surname and your home address with postcode,

Titde (Mr/Mrz/Msz/ Other)

First name
Middle name(s) (if any) *

Sumame

Your Address
Your Postcode

Your Banking Details

Please enter your Custarner Mumber (this iz vour date of birth (ddmmyy) follawed by vaur unique number which identifies yvau to the Bank],

Customer number
PIN

Password

Last & digits of your Cash Card

* indicates an optional field







