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ñ The attack was described as 

b e i n g  c o n d u c t e d  t h r o u g h  

s e v e r a l  w a v e s  o f  p h i s h i n g  

e m a i l s  w i t h  m a l i c i o u s  

a t t a c h m e n t s ,  s t a r t i n g  o n  

O c t o b e r  2  9 t h.ò



Titan Rain 

ÅGood, Bad, or 
Indifferent . . . 
Shawn Carpenter 
let the public know 
about Titan Rain
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ÅTraditional phish

ÅTraditional phish motivators

ÅNon-Traditional phish (target acquisition)

ÅSpear phish 

ÅSpear phishing motivators



University of Alabama at Birmingham
Computer Science + Justice Science

At UAB we have a unique partnership based on 

the idea that Computer Scientists are pretty good 

at building tools to solve complex problems, and 

that Criminal Justice professionals need to be 

working with Computer Scientists to help them 

understand their problems better.

We call it: 

ñBuilding Digital Detectives for the 21stCenturyò

Goal: 

Developing better Tools, Training, and 

Techniques to fight CyberCrime



University of Alabama at Birmingham 

Spam Data Mining

When it comes to CyberCrime, 

ñSpam is 

the Root 

of All Evilò

We use our proven 

experience in the areas of 

Grid Computing and Data 

Mining to examine millions 

of spam messages looking 

for ways to help the Good 

Guys lock up the Bad Guys A 256 processor computer will be dedicated 

to investigating spam-based crimes



Reported volumes . . .Spam

ÅSpam has increased over 65% since January 
2002.

ÅApproximately 88% of all email is classified as 
άƧǳƴƪέ

ÅFrom Sept 06 to Mar 07 Postini collected 60 
billion pieces of spam totaling 537.7 Terabytes 
of data!



Reported volumes . . .Botnets

ÅFrom July to December 2006, Symantec saw 
an average of 63,912 active bot-infected 
computers PER DAY, an increase of 11%.



Reported volumes . . .Phishing

ÅUAB anti-phishing researchers documented 23,000 
phishing sites in the Fall Term of 2007, attacking 243 
financial institutions.

ÅSymantec reports 166,248 unique phishing messages 
from July to December 2006.

Å904 Unique phishing messages per day during 
second half of 2006.

ÅBlocked 1.5 BILLION phishing messages in that 
period.

ÅIBM reports 71.37% of phishing emails attack US 
companies.  55% are hosted in the USA



Reported volumes . . .Malware

ÅOf the 4 million computers cleaned by 
aƛŎǊƻǎƻŦǘΩǎ άƳŀƭƛŎƛƻǳǎ ǎƻŦǘǿŀǊŜ ǊŜƳƻǾŀƭ ǘƻƻƭέ 
from January to June 2006 ς2 million of them 
had at least one backdoor Trojan horse.

Å43,000 new variants of malware were found 
during this period.



Crime Mitigation Framework



What is Compliance?

Å Compliance is the state at which a company can be proven to be 
following a stated (and approved) set of policies and procedures.

Å Compliance is Unrelated to Information Security.

Å Achieving compliance does not usually entail a forced ISQ upgrade 

Å The goal of this presentation:  

Å Cause Defensive Thinkers to desire to communicate to their 
audiences that USER AWARENESS and a Heightened Information 
Security Quotient (ISQ) among the users will  protect your assets 
when Firewalls and Anti-Virus software will not.



Are Your Business Partners Safe?

ÅOct 4 . . . State of Massachusettes License 
office loses 450,000 records of professionals.

ÅOct 2 . . . 14,000 donors to the Nature 
Conservancy have their identity data lost.

ÅSep 28 . . . 800,000 job applications, complete 
with SSN, stolen from The Gap.



Are your employees safe?

Å6 million Ameritrade users

Å46.7 million TJX Customers

Å146,000 people who submitted applications at 
άǳǎŀƧƻōǎΦƎƻǾέ

ÅIf they lose their identity, IS YOUR COMPANY 
at risk?
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