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Is Your Computer Safe?

ÅMost people answer that question ñYesò.

ÅMost people are wrong.



Survey says . . .

ÅIs it important to keep security software 
current?

Å98% say Yes.

ÅBut actions speak louder than words. . . 



Survey says . . .

ÅIs your home computer safe from viruses?

Å93% say Yes.

Å87% say they have anti-virus software

Å73% say they have a firewall

Å70% say they have anti-spyware software



Firewalls

Å73% say they have a firewall

ÅIts actually 80% who have one, thanks to 
the inclusion of Microsoft Firewall on most 
XP and Vista systems.  

ÅBut only 64% have it enabled



Spyware

Å70% say they have anti-spyware software

ÅActually only 60% have anti-spyware 
software installed.  

ÅIt is unknown how often they run it, or 
update it.



Viruses

Å87% say they have anti-virus software

ÅActually 92% HAVE anti-virus software

ÅOnly 52% have updated it within the past 
month.

ÅOver 400 new viruses are created EACH DAY.



How do Cyber Criminals Attack?

ÅThey use the 
computers of those 
who are unaware 
that they have been 
taken over.



ñTrojan Horsesò

We sometimes invite 
criminals to run their 
programs on our computer 
because the Criminals 
disguise their programs as 
something we want.



Each of the infected computers is ñlisteningò on a pre-designated 
port for commands from the Bot Master.

Evil Hacker

`

Victim

(Spam-sending Trojan)

`

Victim

(Email Recipient)

`

Victim

(Email Recipient)

`

Victim

(Email Recipient)

`

Victim

(Email Recipient)

`

Victim

(Email Recipient)

`

Victim

(Email Recipient)

`

Victim

(Email Recipient)

The Bot Master then uses a program which automatically distributes 
email by sending mail THROUGH the computers which are infected.

One Spam-sending ñTrojanò
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But thereôs not ONE SpamSender being 

controlled by the Evil Hacker.
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Spam Comes From 
Infected Computers

Unfortunately, we canôt always see 
when our computer becomes 
infected.

Some Hackers take control of your 
computer to send email.  

Others have far worse intentions . . . 

Image from ñPracticalEcommerce.comò



Trojans vs. Bots

A Trojan Horse program often 
leaves a Backdoor on the infected 
computer which allows  the hacker 
to control it.

ñBotsò are Trojans which are 
controlled in large groups or ñherdsò.  
The hacker who controls a group of 
computers can issue one command 
which 



Bot History

ÅThe name ñBotò comes from Internet Relay Chat 
(IRC).  

ÅA ñBotò was a computer program that would be 
left in a chat room to monitor the conversation 
when the real user was away.

ÅBecause Idle users were kicked out of ñchat 
roomsò (or Channels in IRC talk), users would 
write ñbotsò who would do small automated 
tasks, such as greeting new users to the 
channel, or making random comments.



ÅIf a criminal were to directly issue commands from 
his computer to your computer, an investigator 
would be able to easily identify what computer was 
giving the commands.

Instead, hackers programmed Bots to join 
IRC channels.  Someone who didnôt 
understand the program would have 
difficulty identifying which of the users in the 
room was a ñbotò and which was the 
ñhackerò.
IRC also makes it easy to hide the address 
of the participants in a chat room.

Control & Anonymity



Pretty Park (1999)

ÅThe first Botnet to use IRC as its 
ñcommand and controlò was called Pretty 
Park.

ÅPretty Park was sent via email as a 
ñscreen saverò



Pretty Park (1999)

ÅThe Pretty Park Bots would scan their 
hard drives for email addresses, userids 
and passwords, and send them via IRC to 
their controller.

ÅThis gave the criminal free Internet access 
via stolen ñdial-upò network credentials, 
and lists of email addresses to spam.



Denial of Service Attack

ÅWhen many computers all try to talk with 
the same computer at the same time, they 
create network congestion.  

ÅWhen too many computers try to use the 
same network pipe, a traffic jam occurs.

If TOO MANY computers try to 
use the pipe, the network 
connection is totally blocked.  
Access to that computer is 
denied, which is why we call it a 
DENIAL OF SERVICE attack.



CastleCops DDOS

CastleCops is a Security website run by volunteer staff that helps with many 
aspects of security.

I am involved in their ñPhishing Incident Reporting & Terminationò (PIRT) Team

Last night was pretty typical.  After midnight with 23 staff members online and 
569 Guests looking for solutions to their virus, spyware, spam, and phishing 
issues.



CastleCops DDOS

ÅOn Valentineôs Day 2007 (while I was teaching 

Computer Security instead of being on a date), 
CastleCops suffered a 969 Mbps DDOS 
attack.

ÅThis should have cost us $33,000 in 
ñoveragesò

Peak of attack:

30,000+ attackers


