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. Introduction

Welcome toUAB CIS! This guide will help orient you to the wide variety of IT facilities, services and
support that are provided to you as a student of CIS. In addition, it will help you understand which
services are provided by Cihich services are provided RJAB, and how to get help in each case.

. Policies and Procedures

The usage ddll CIS ITesourcess governed by the CIS IT Acceptable Usage Policy. This document is
always available dittp://www.cis.uab.edu/it/. It is the responsibility of each account holder to be
familiar with the policy outlined in this document. The use of any CIS IT resource is considered to
indicate your acceptance of this policy.

[I. CIS IT Facilities Overview

There are several labs assaeid with the CIS department, all located within Campbell Hall. Here is a
quick summary of these facilities.

Open Labs
Open labs are defined as those labs which are available to students fstrsetiired study or work.

¢ Undergraduate Open Lab (uglabYhe CIS undergraduate lab is in the CH153A/153B/154
complex and is a 24 hour* lab. This lab contains 13 Windows workstations, 8 Linux workstations,
and 2 Mac workstations (coming &a2008), as well as a printer and some empty tables for
using personadbptops or studying. Graduate students as well as undergraduate students are
welcome to use this lab.

Undergraduate Lab Physical Access

Studentsshould see Janet Tatum in CH 115 to apply for their card key to access the

undergraduate lab. There maybeonei A YS FSS o6bmMHO F2NJ addzRSyia 4|
cardkeyenabled student ID.

e Graduate Open Lab (gradlab)The graduate lab in CH135 is available for the use of masters and
PhD students. This lab currently contains 7 Windows workstations.

Graduate Lab Physical Access


http://www.cis.uab.edu/it/

A traditional key is required for access to the graduate lab. Graduate students should see Janet
Tatum in CH115 to apply for their keys.

* All labs are within Campbell Hadind students may not have 2#bur access to Camplélall. Hours
of operation of Campbell Hall are controlled by UAB Physical Security and the building may not be open
24 hours, particularly on weekend eveningison holidays.

Teaching Labs
Teaching labs are those labs which are only available as pagp#cific class or class lab, and are
typically used for structured lecture or lab activity led by an instructor or teaching assistant.

e Teaching Labs (CH145, CH396, CH4Bbgse labs feature 285 Windows workstations and are
accessed by keycode doorckswhich your instructor or TA hasStudents are not to use these
labs outside of their specific classes which are assigned to these labs.

Research Labs

Research labs are those labs which are associated with a specific faculty member or members and are
used to conduct research in their areas of expertise. PhD students typically have a permanent office in
one of these labsMastersor undergraduate studentsiayalsobe assigned to a research I#ltheir

research requires such an affiliatioccessa these labs is granted to those students who need it as
dictated by the faculty.

e Research LabsThese includéiPCIL(CH113)Softcom(CH123)KDDM(CH128)CCLCH131),
GRAIKCH142) an€omputer Forensic€CH155/CH156).

IV. CISUser Accounts

As an incoming CIS student yane eligibleto receivea ClSuser acount and in fact such an account will
be required to successfully complete many of your clas#e€IS user account is actually two separate
accountsg one for the Windows workstationgnd one that is used for the Linux workstations and the
network/centralized services.

How do | get a CIS Account?

Youwill need toapplyonlinefor a Cl\ccount. To do this, pleasmmplete the form found at
http://www.cis.uab.eduit/accountApplication.p. Because each account application is verified by CIS
IT Staff for validitytimay take 23 businesgdays for your account to be created. Please apply as soon as
possible.

What do | get with a CIS Account?
With a CIS User Account you get access todhewing resources:
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will vary depending on your student status and research lab affiliation

e A CIS email address (<blazerid>@cis.uab.edu) which automaticallyden@ayour
<blazerid>@uab.edu email address.

e Storage space on the CIS central disks. This includes data backup service. Quotas may apply.

e Access to an array other services, such as space to post a web site, a Subversion source code
repository, a dathase accountand other services. Some of these services are available to any
CIS User Account holder; others are granted only when specific class needs dictate it.

Where can | use My CIS Accoun®

Students carocallylogin to their Cl&ccount from any IS lab computer. Students can also login to their

[ AydzE | OO02dzy i NBY2GSt & vizg § yfrEim diherllocationsSos catmpuSor 2 §S | 0O
from any Internetconnected computer We anticipate providing remote access to Windows files in

early 2008.

What happens to my account after | leave CIS?

While a formal alumni services policy is still in development, the current standard procedure is to

archive CIS accounts after they have been inactive for one year. When an account is archived, the user
cang f2y3ISNIf23Ay (2 /L{ L¢ &SNDiethtsioradey R (1 KS dza SND

Note that we are currently developing a comprehensive alumni policy that will specify which services are
provided for former UAB CIS students.

V. Using Your CIS Windows Account

Logging into CIS Windows Machines

Once you have applied for and received a CIS account, you can loginGtSapgn or teachindab

machineusing your BazerlDand CISNindowspassword It is important to note thatyour CIS password
isnotlinkedtod 2 dzNJ . f T SNL5 LI 8d62NRXI FyR OKIMadgingd 2y S KI
2 dzNJ / L { fdr ingresinfomdfi®dan your CIS password.

5

Saving Files on Windows

When working on a CIS department Windows machine, save your work to yourrkedvive. Your

ySGs2N] RNAOS Oly 0Shtady R20BIMOCNDPAYI22Y F& NG K KB ¢
RNAGOS fSGGUGSNI avYéd 22N)] al @SR G2 (GKS RSal1id2L) 2NJ @
other department machines and may kst at any time.

VI.  Using Your CISLinux Account



Your CIS Linux account is the account used for accessing CIS Linux machines as well as the account that is
used to access all of your network/centralized services such as CIS web site authenticatioersid@ub

source code repository, the Helpdesk web interface, and so on.) In other words, this is the account you

use to do everything other than log into CIS Windows workstations.

Logging into CIS Linux Machines

You can login to the departmehinuxmachnes known as vulcanfulcang with your BlazerID and CIS
password. There are two ways to access these machines. You can log on locally in CH154, or you can
access the machines remotely via SSH.6SeeS Y 2 (i Sto LinOxMVacéhie® A | f§r nore

information on accessing the Linux systems remotely.

Saving Files on Linux

When working on a CIS department Linux machine, you may save your files anywhere within your Linux
home directory. Your home directory is stored on a network drive, so it is aleaftain any CIS

department Linux machinein 2008, this home directory will also become your Windows home

directory, so all of your files throughout the department will be in one location, and visible from all
department Workstations, as well as remotely.

VII. Remote Access to Linux Machines via SSH

You may access your CIS Linux account from any Intenadtied computer by using SSH to connect to
0KS YI OKAySao b23S GKIFG FTNRBY 2dziaARS 2F GKS
gateway, moat.cis.uab.edu. From moat, please connect to another hiagkine (such as the vulcanl
vulcan8 machines). Do not try to run programs on moat. It is solely provided as an SSH gateway.
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To establish an SSH session, you need an SSH client 88tHaserver. The SSH server is the machine
you want to connect to (such as a Vulcan machine in the CIS Linux lab). The SSH client is what you run
on your local computer to make that connection.

Linux and Mac SSH Client
If you are using Linux or Mabge system already comes with an SSH clieatA Y LJ & dz
command from a command line.
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Windows SSH Client

[Note: All of the Windows machines in the department already have SSH Secure Shell client installed.
The instructions here apply to users who wéminstall SSH Secure Shell client on their own Windows
machine.]

For Windows users, UAB IT distributes SSH Secure Shell Client software for free and you may download
it from their website atttp:// www.uab.edu/it/software/index.php Note that you must be connected
to a UAB network to download the program, which you can do on your own laptop while connected to
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UABwWifi or by downloading it in the lab and copying the installer to removable media sadd2B key.
Once you have downloaded the setup file, simply double click on the setup file to install the program.

Using the SSH Secure Shell Client
Once you have downloaded and installed the program, open the Secure Shell Client by clicking on
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box.
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f& SSH Secure Shell

@ Windows Support Tools >
& Internet Explorer
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| £ License Agreement

§71 Secure File Transfer Client
& Secure Shell Client
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|  default - SSH Secure Shell oy [=1/E3
File Edit Yiew Window Help
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£ quick Conrect ] Profiles
S5H Secure 3hell 3.2.9 (Build 283)
Copyright (o) 2000-2003 3%H Communications Security Corp - http://wiwr. zsh. cowmf
This copy of 53H Secure Shell iz a non-commercisl wersion.
Thizs wersion
Connect to Remote Host Ll
1 W Host Hame: |moal.cis.uab.edu
= ,7|
User Mame: Cancel |
Port Humber: |22
Authentication Method: | <Profile Settings> -
Mok connected - press Enter or Space ko connect G0x24 ﬁ
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directly to your desired machine. If you are on UABwifi, are elsewhere on campus, or are on the
Internet, this connection to moat is requiredfE 2 NJ 0 KS dzaSNJ y I YS (@ LIS @&2dzNJ . f
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File Edt Yiew Window Help
B gk iz # ] E | | @ N7

‘ﬂ Quick Connect | Profiles

SOH Secure Shell 3.2.9 (Build 263)
Copyright (c) 2Z000-Z003 38H Comwunications Jecurity Corp - http:// wr, ssh. com/

This copy of 35H Secure Shell iz a non-comnmercial wersion.
Thiz wersion does not include PEI and PECS #11 functionality.

] Enter Password
Password: | *******

You will now be logged in to moat. However, moat only serves as an SSH gateway to the rest of the
department. You must now SSH from moat to another machine, such asf time Vulcan machines. To

R2 (GKAa (el GqaakK @dzZ OLy- ¢ i GKS -9daNhevuycd LINR Y LI
machine to which you would like to connect.

* Welcome to moat! This ssh gateway is prowvided for the sole *
* purpose of allowing CIS users the ability to connect to other *
* machines on the network. FPlease do not run any local process *
* on this server. Processes such as text editors and mail *
* readers may disappear without notice. *

NOTE ON PASSWORD CHANGES: Until further notice, please use a
wulcanl-vulcand machine if you'd like to change your UNIX password.
moaty ssh vulcanll

You will be prompted for your password. Enter your CIS Linux password and ymeilegited in to the

+dzf Oy YIFIOKAYS (KIF{G &2dz aSt SOGSR® , 2dz Oy y2¢g Nizy
¢2 SEAG (eSS aftz232dzié yR LINB&aa SyiSN®w ¢KAa gAff
Y2 G aAyYLit e SyaGSN) at232dzié F3ALAYyD

Using the SSH Secure Shell File Transfer Client

To transfer files between your CIS Linux account and your local machine, use the Secure File Transfer

I ftASYyGd ¢2 2LISy (GKS { SOdzNgGS CA(S BN I MEHTFYSNSD dzNS y I ES |
& SOdzZNBE CAfS ¢NIXYYyaFSNI /fASy(¢

¢KS a{{1l {SOdz2NE CAfS ¢NIYya¥FSNE 6AYyR2g gAff 2LISYyd
on the local computer, and the right pane shows files on the remote computer.



