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I. Introduction  
 

Welcome to UAB CIS!  This guide will help orient you to the wide variety of IT facilities, services and 

support that are provided to you as a student of CIS.  In addition, it will help you understand which 

services are provided by CIS, which services are provided by UAB, and how to get help in each case. 

 

II.  Policies and Procedures  
 

The usage of all CIS IT resources is governed by the CIS IT Acceptable Usage Policy.  This document is 

always available at http://www.cis.uab.edu/it/.  It is the responsibility of each account holder to be 

familiar with the policy outlined in this document.  The use of any CIS IT resource is considered to 

indicate your acceptance of this policy. 

 

III.  CIS IT Facilities Overview  
 

There are several labs associated with the CIS department, all located within Campbell Hall.  Here is a 

quick summary of these facilities. 

Open Labs 

Open labs are defined as those labs which are available to students for self-structured study or work.   

 Undergraduate Open Lab (uglab):  The CIS undergraduate lab is in the CH153A/153B/154 

complex and is a 24 hour* lab. This lab contains 13 Windows workstations, 8 Linux workstations, 

and 2 Mac workstations (coming early 2008), as well as a printer and some empty tables for 

using personal laptops or studying.  Graduate students as well as undergraduate students are 

welcome to use this lab.  

 

Undergraduate Lab Physical Access 

Students should see Janet Tatum in CH 115 to apply for their card key to access the 

undergraduate lab.  There may be a one-ǘƛƳŜ ŦŜŜ όϷмнύ ŦƻǊ ǎǘǳŘŜƴǘǎ ǿƘƻ ŘƻƴΩǘ ŀƭǊŜŀŘȅ ƘŀǾŜ ŀ 

cardkey-enabled student ID. 

 

 Graduate Open Lab (gradlab):  The graduate lab in CH135 is available for the use of masters and 

PhD students. This lab currently contains 7 Windows workstations.  

 

Graduate Lab Physical Access  

http://www.cis.uab.edu/it/


A traditional key is required for access to the graduate lab.  Graduate students should see Janet 

Tatum in CH115 to apply for their keys. 

* All labs are within Campbell Hall, and students may not have 24-hour access to Campbell Hall.  Hours 

of operation of Campbell Hall are controlled by UAB Physical Security and the building may not be open 

24 hours, particularly on weekend evenings or on holidays. 

Teaching Labs 

Teaching labs are those labs which are only available as part of a specific class or class lab, and are 

typically used for structured lecture or lab activity led by an instructor or teaching assistant.  

 Teaching Labs (CH145, CH396, CH430):  These labs feature 20-25 Windows workstations and are 

accessed by keycode door locks which your instructor or TA has.  Students are not to use these 

labs outside of their specific classes which are assigned to these labs. 

Research Labs  

Research labs are those labs which are associated with a specific faculty member or members and are 

used to conduct research in their areas of expertise.  PhD students typically have a permanent office in 

one of these labs.  Masters or undergraduate students may also be assigned to a research lab if their 

research requires such an affiliation.  Access to these labs is granted to those students who need it as 

dictated by the faculty. 

 Research Labs:  These include HPCL (CH113), Softcom (CH123), KDDM (CH128), CCL (CH131), 

GRAIL (CH142) and Computer Forensics (CH155/CH156). 

 

IV. CIS User Accounts 
 

As an incoming CIS student you are eligible to receive a CIS user account, and in fact such an account will 

be required to successfully complete many of your classes.  A CIS user account is actually two separate 

accounts ς one for the Windows workstations, and one that is used for the Linux workstations and the 

network/centralized services. 

How do I get a CIS Account? 

You will need to apply online for a CIS Account. To do this, please complete the form found at 

http://www.cis.uab.edu/it/accountApplication.php. Because each account application is verified by CIS 

IT Staff for validity, it may take 2-3 business days for your account to be created. Please apply as soon as 

possible. 

What do I get with a CIS Account? 

With a CIS User Account you get access to the following resources:  



 !ŎŎŜǎǎ ǘƻ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΩǎ ²ƛƴŘƻǿǎΣ [ƛƴǳȄ ŀƴŘ aŀŎ ǿƻǊƪǎǘŀǘƛƻƴǎΦ  {ǇŜŎƛŦƛŎ ǿƻǊƪǎǘŀǘƛƻƴ ŀŎŎŜǎǎ 

will vary depending on your student status and research lab affiliation 

 A CIS email address (<blazerid>@cis.uab.edu) which automatically forwards to your 

<blazerid>@uab.edu email address. 

 Storage space on the CIS central disks.  This includes data backup service.  Quotas may apply. 

 Access to an array of other services, such as space to post a web site, a Subversion source code 

repository, a database account, and other services.  Some of these services are available to any 

CIS User Account holder; others are granted only when specific class needs dictate it. 

Where can I use My CIS Account? 

Students can locally login to their CIS account from any CIS lab computer. Students can also login to their 

[ƛƴǳȄ ŀŎŎƻǳƴǘ ǊŜƳƻǘŜƭȅ ǳǎƛƴƎ {{I ό{ŜŜ άwŜƳƻǘŜ !ŎŎŜǎǎ via {{Iέύ from other locations on campus or 

from any Internet-connected computer.  We anticipate providing remote access to Windows files in 

early 2008. 

What happens to my account after I leave CIS? 

While a formal alumni services policy is still in development, the current standard procedure is to 

archive CIS accounts after they have been inactive for one year.   When an account is archived, the user 

can nƻ ƭƻƴƎŜǊ ƭƻƎƛƴ ǘƻ /L{ L¢ ǎŜǊǾƛŎŜǎ ŀƴŘ ǘƘŜ ǳǎŜǊΩǎ ŦƛƭŜǎ ŀǊŜ ŀǊŎƘƛǾŜŘ ŦƻǊ ƭƻƴƎ-term storage.    

Note that we are currently developing a comprehensive alumni policy that will specify which services are 

provided for former UAB CIS students. 

 

V. Using Your CIS Windows Account  

Logging into CIS Windows Machines  

Once you have applied for and received a CIS account, you can login to any CIS open or teaching lab 

machine using your BlazerID and CIS Windows password. It is important to note that your CIS password 

is not linked to ȅƻǳǊ .ƭŀȊŜǊL5 ǇŀǎǎǿƻǊŘΣ ŀƴŘ ŎƘŀƴƎƛƴƎ ƻƴŜ Ƙŀǎ ƴƻ ŜŦŦŜŎǘ ƻƴ ǘƘŜ ƻǘƘŜǊΦ {ŜŜ άManaging 

¸ƻǳǊ /L{ tŀǎǎǿƻǊŘǎέ for more information on your CIS password. 

Saving Files on Windows  

When working on a CIS department Windows machine, save your work to your network drive. Your 

ƴŜǘǿƻǊƪ ŘǊƛǾŜ Ŏŀƴ ōŜ ŦƻǳƴŘ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ άǎǘŀǊǘέ-Ҕέaȅ /ƻƳǇǳǘŜǊέΦ [ƻƻƪ ŦƻǊ ǘƘŜ ƴŜǘǿƻǊƪ ŘǊƛǾŜ ǿƛǘƘ ǘƘŜ 

ŘǊƛǾŜ ƭŜǘǘŜǊ ά½ΥέΦ ²ƻǊƪ ǎŀǾŜŘ ǘƻ ǘƘŜ ŘŜǎƪǘƻǇ ƻǊ ǘƘŜ άaȅ 5ƻŎǳƳŜƴǘǎέ ŦƻƭŘŜǊ ǿƛƭƭ ƴƻǘ ōŜ ŀŎŎŜǎǎƛōƭŜ ŦǊƻƳ 

other department machines and may be lost at any time. 

 

VI. Using Your CIS Linux  Account  
 



Your CIS Linux account is the account used for accessing CIS Linux machines as well as the account that is 

used to access all of your network/centralized services such as CIS web site authentication, a Subversion 

source code repository, the Helpdesk web interface, and so on.)  In other words, this is the account you 

use to do everything other than log into CIS Windows workstations.  

Logging into CIS Linux Machines 

You can login to the department Linux machines, known as vulcan1-vulcan8, with your BlazerID and CIS 

password. There are two ways to access these machines. You can log on locally in CH154, or you can 

access the machines remotely via SSH. See άwŜƳƻǘŜ !ŎŎŜǎǎ to Linux Machines Ǿƛŀ {{Iέ for more 

information on accessing the Linux systems remotely. 

Saving Files on Linux 

When working on a CIS department Linux machine, you may save your files anywhere within your Linux 

home directory. Your home directory is stored on a network drive, so it is available from any CIS 

department Linux machine.  In 2008, this home directory will also become your Windows home 

directory, so all of your files throughout the department will be in one location, and visible from all 

department Workstations, as well as remotely. 

 

VII. Remote Access to Linux Machines via SSH 
 

You may access your CIS Linux account from any Internet-enabled computer by using SSH to connect to 

ǘƘŜ ƳŀŎƘƛƴŜǎΦ  bƻǘŜ ǘƘŀǘ ŦǊƻƳ ƻǳǘǎƛŘŜ ƻŦ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΣ ȅƻǳ ŦƛǊǎǘ ƴŜŜŘ ǘƻ {{I ǘƻ ƻǳǊ ŘŜǇŀǊǘƳŜƴǘΩǎ {{I 

gateway, moat.cis.uab.edu. From moat, please connect to another Linux machine (such as the vulcan1 - 

vulcan8 machines). Do not try to run programs on moat. It is solely provided as an SSH gateway. 

To establish an SSH session, you need an SSH client and an SSH server.  The SSH server is the machine 

you want to connect to (such as a Vulcan machine in the CIS Linux lab).  The SSH client is what you run 

on your local computer to make that connection. 

Linux and Mac SSH Client 

If you are using Linux or Mac, the system already comes with an SSH client ς ǎƛƳǇƭȅ ǳǎŜ ǘƘŜ ΨǎǎƘΩ 

command from a command line. 

Windows SSH Client 

[Note: All of the Windows machines in the department already have SSH Secure Shell client installed.  

The instructions here apply to users who want to install SSH Secure Shell client on their own Windows 

machine.] 

For Windows users, UAB IT distributes SSH Secure Shell Client software for free and you may download 

it from their website at http:// www.uab.edu/it/software/index.php. Note that you must be connected 

to a UAB network to download the program, which you can do on your own laptop while connected to 

http://www.uab.edu/it/software/index.php


UABwifi or by downloading it in the lab and copying the installer to removable media such as a USB key. 

Once you have downloaded the setup file, simply double click on the setup file to install the program. 

Using the SSH Secure Shell Client 

Once you have downloaded and installed the program, open the Secure Shell Client by clicking on 

ά{ǘŀǊǘέ -> ά!ƭƭ tǊƻƎǊŀƳǎέ -Ҕ ά{{I {ŜŎǳǊŜ {ƘŜƭƭέ -Ҕ ά{ŜŎǳǊŜ {ƘŜƭƭ /ƭƛŜƴǘέΦ  

 

Lƴ ǘƘŜ {{I /ƭƛŜƴǘ ǇǊƻƎǊŀƳΣ ŎƭƛŎƪ ƻƴ άvǳƛŎƪ /ƻƴƴŜŎǘέ ǘƻ ōǊƛƴƎ ǳǇ ǘƘŜ ά/ƻƴƴŜŎǘ ǘƻ wŜƳƻǘŜ Iƻǎǘέ ŘƛŀƭƻƎ 

box. 

 

CƻǊ ǘƘŜ Ƙƻǎǘ ƴŀƳŜΣ ǘȅǇŜ άƳƻŀǘΦŎƛǎΦǳŀōΦŜŘǳέΦ (If you are on a CIS machine already, you can connect 

directly to your desired machine.  If you are on UABwifi, are elsewhere on campus, or are on the 

Internet, this connection to moat is required).  CƻǊ ǘƘŜ ǳǎŜǊ ƴŀƳŜ ǘȅǇŜ ȅƻǳǊ .ƭŀȊŜǊL5Φ /ƭƛŎƪ ά/ƻƴƴŜŎǘέΦ 

Aƴ ά9ƴǘŜǊ tŀǎǎǿƻǊŘέ ŘƛŀƭƻƎ ōƻȄ ǿƛƭƭ ǇƻǇ ǳǇΦ 9ƴǘŜǊ ȅƻǳǊ /L{ [ƛƴǳȄ ǇŀǎǎǿƻǊŘ ǘƻ ŎƻƴǘƛƴǳŜΦ 



 

You will now be logged in to moat. However, moat only serves as an SSH gateway to the rest of the 

department. You must now SSH from moat to another machine, such as one of the Vulcan machines. To 

Řƻ ǘƘƛǎ ǘȅǇŜ άǎǎƘ ǾǳƭŎŀƴ·έ ŀǘ ǘƘŜ ŎƻƳƳŀƴŘ ǇǊƻƳǇǘΣ ǊŜǇƭŀŎƛƴƎ · ǿƛǘƘ ǘƘŜ ƴǳƳōŜǊ όм-8) of the Vulcan 

machine to which you would like to connect. 

 

You will be prompted for your password. Enter your CIS Linux password and you will be logged in to the 

±ǳƭŎŀƴ ƳŀŎƘƛƴŜ ǘƘŀǘ ȅƻǳ ǎŜƭŜŎǘŜŘΦ ¸ƻǳ Ŏŀƴ ƴƻǿ Ǌǳƴ ŎƻƳƳƻƴ ¦bL· ŎƻƳƳŀƴŘǎ ǎǳŎƘ ŀǎ άƭǎέ ŀƴŘ άǇǿŘέΦ 

¢ƻ ŜȄƛǘ ǘȅǇŜ άƭƻƎƻǳǘέ ŀƴŘ ǇǊŜǎǎ ŜƴǘŜǊΦ ¢Ƙƛǎ ǿƛƭƭ ƭƻƎ ȅƻǳ ƻǳǘ ƻŦ ǘƘŜ ±ǳƭŎŀƴ ȅƻǳ ƭƻƎƎŜŘ ƛƴǘƻΦ ¢ƻ ƭƻƎ ƻǳǘ ƻŦ 

Ƴƻŀǘ ǎƛƳǇƭȅ ŜƴǘŜǊ άƭƻƎƻǳǘέ ŀƎŀƛƴΦ 

Using the SSH Secure Shell File Transfer Client 

To transfer files between your CIS Linux account and your local machine, use the Secure File Transfer 

/ƭƛŜƴǘΦ ¢ƻ ƻǇŜƴ ǘƘŜ {ŜŎǳǊŜ CƛƭŜ ¢ǊŀƴǎŦŜǊ /ƭƛŜƴǘΣ Ǝƻ ǘƻ ά{ǘŀǊǘέ -Ҕ ά!ƭƭ tǊƻƎǊŀƳǎέ -Ҕ ά{{I {ŜŎǳǊŜ {ƘŜƭƭέ -> 

ά{ŜŎǳǊŜ CƛƭŜ ¢ǊŀƴǎŦŜǊ /ƭƛŜƴǘέ 

 

¢ƘŜ ά{{I {ŜŎǳǊŜ CƛƭŜ ¢ǊŀƴǎŦŜǊέ ǿƛƴŘƻǿ ǿƛƭƭ ƻǇŜƴΦ ¢ƘŜ ǿƛƴŘƻǿ Ƙŀǎ ǘǿƻ ǇŀƴŜǎ ǘƘŜ ƭŜŦǘ ǇŀƴŜ ǎƘƻǿǎ ŦƛƭŜǎ 

on the local computer, and the right pane shows files on the remote computer. 


