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Block Ciphers

An encryption function for




Block Ciphers

In an “ideal” block cipher,




Block Ciphers

An ideal block cipher







DES

DES works in 16 rounds:
1. Create 16 “subkeys” from the 56-bit key, K; — K,

2. For each round i = 1-16 do:
a. Take 64 bits of data, and split them into L. and R..
b. Start with R, and expand by duplicating bits to a 48 bit length string.
c. XOR this string with the key for this round, K;

d. Take the resulting 48 bit string, and use a Substitution Block,
replacing each 6 bits with a 4 bit string, to transform the 48 bit string
into a 32 bit string

e. Run a “Bit shuffle” function on this 32 bit string.
f. Take the resulting string, and XOR with Li
g. The result is now R,,;. The original R, become L,

3. At the end, join the two halves, L, and R, together, select the next 64
bits of data, and repeat until out of data.




DES — the Feistel Construction

Input




DES Family Treep

Lucifer — “substitution permutation
network encryption” — 16 bit block
Cipher, with 4 permutations of
Substitution in 4 bit S-blocks.

CIPHERTEXT

DES — 64-bit block cipher. Its “substitution permutation
network” is called “Feistel” and became the basis of
several additional encryption algorithms.

(TripleDES, GDES, DES-X, LOKI89, ICE)




AES

AES was the result of a




AES

Rijndael was the winner.

less you




AES




AES Steps

1. XOR the 128 bits with 128 bit key.

2. For each of 10 to 14 rounds:

a. SubBytes - Bytes are reordered and four bytes are
placed into each of four identical substitution boxes.
The results are in a 2-d matrix 4x4

b. ShiftRows — items from each row are shifted by 0-3
positions

c. MixColumns -items from each column are are
multiplied with a fixed polynomial c(x)

d. The resulting 128 bits are re-XORed with the key
3. In the final round, MixColumns is omitted.




AES Diagram

Key 0 \I/ Key 1 \I}

BYE(] pUNOY

Mix Column Key Addition
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