****************************

Mid-Term Review Notes
****************************
THIS IS *NOT NECESSARILY EVERYTHING ON THE MIDTERM*

You are responsible for everything we have discussed in class, and for everything that I have assigned as reading.

If you know what’s in here, PLUS the two OS Wars presentation, PLUS the Access Control Hacks Powerpoint, you should be in good shape.

Security and Risk 
- Chapter One

Risk / Threat Analysis – Chapter On
=================================================

Risk = Threat x Vulnerability x $Assets

Discussed the way Threats change over time.  The example used was that Track 1 / Track 2 usage on ATM cards was a low threat when it was difficult to make ATM cards.  But now, for $325 on eBay, one can purchase all the hardware to make their own ATM cards.  Because of this new threat, the banks must respond by using the encrypted “Track 2” on the magnetic stripe which was not often used previously.

When considering “Threat” – the type of person who is likely to attack you is significant.  Assets that you are protecting may not always be financial, and motivations of attackers vary with type of asset.

Security is not always about what “products” you have, but often how you have CONFIGURED those products.

Discussed things that are included as Assets:


Physical property


But also DATA


And also REPUTATION

Discussed the need to evaluate Vulnerability in three areas:


Software bugs


Configuration Choices


Policy / Security Awareness

Poor configuration choices can make a secure product insecure,

Wise configuration choices can make an insecure product secure.

Discussed Security assessment tool “STRIDE” and the fact that the components will be on a future test.

Talked about COBIT, and gave examples from Energen’s Security Policies which are built on COBIT.  (Showed how MANY there were!).  The goal is that every task which is performed in IT that might impact security is well documented.

Discussed why Pen Testing is part of a good Vulnerability assessment, and how this helps make accurate RISK Assessment by providing one component of the formula 

R = T x V x A($)

Discussed Social Engineering (a man in a white coat in a hospital is assumed to be a doctor).  Discussed how properly trained “security aware” staff will not be fooled as easily.

Discussed “port scanning” as a part of a vulnerability assessment / Pen Test.

==================================================

Security Foundations – Chapter Two

Security = The Protection of Assets

Assumes you know what assets you have, and that you know their value.

Three Primary Functions of a Security staff:

PREVENTION / DETECTION / REACTION

---------------------

Three Primary Areas of Computer Security:

Confidentiality / Integrity / Availability 

Three areas of Integrity:

Authentication / Accountability / Non-Repudiation

Integrity – Use definition on page 21.

“No user, even if authorized, may modify data in such a way that assets or accounting records of the company are lost or corrupted”.

External Consistency

Data Integrity

Availability – more about protection from Accidents / Safety, but often linked to the duties of Computer Security.

COMPSEC

The PREVENTION and DETECTION of UNAUTHORIZED actions by users of a computer system

HEAVILY RELIES ON SECURITY POLICY
Concerned with INTENTIONAL actions by parties behaving in an unwanted 

fashion.

Dilemma:

Security UNAWARE users behave in unwise ways that may hinder or prevent computer security


Security INTERFERES with daily tasks (password choices as an example)


Security COSTS MONEY


Security REQUIRES DEDICATED MANPOWER

Data vs. Information (pg. 26)

Easier to design security in.  Harder to add security later.

FIVE DECISIONS RELATED TO SECURITY DESIGN:


Focus of Control


Man Machine Scale


Complexity vs Assurance


Centralized vs Decentralized


Can users get “below” the OS?

Identity & Authentication – Chapter Three

AUTHENTICATE:

to receive services or access

for valid audit logs

userid = identification

pw = entity authentication (proof of identity?)

How to distribute pw?  Forgotten pw? Guessable?  Where to store? How?

Challenges of Remote users

Password things:


Have One


No Defaults


Minimum PW Length


PW format (aA1#)


No dictionary


No dictionary plus num


PW generators?


PW aging?


No PW Reuse


No pattern reuse


Limit logon attempts

Protecting the PW file

Shadow password tables

A password does NOT authenticate a person.

No way to differentiate legitimate user vs. stolen credentials.

Biometrics:


FAR / FRR / Best EER


Bias.csr.unibo.it/fvc2004/

What you HAVE

What you ARE

What you DO

WHERE you are

TOCTTOU

Access Control – Chapter Four
Principal => request => Reference monitor = Object(ACL)

Principal (human) vs. Subject (Systemid)

Subjects, Objects, Access Operations

Inheritance

Multi-layer security schemes

.3 = all students

.3.1 = all year one students

.3.1.101 = all year one students in CS 101

.3.1.105 = all year one students in CS105

.3.2 = all year two students

Access Control Hacks (SEE POWERPOINT!)
Reference Monitors – Chapter Five
CPL = Current Privilege Level

RPL = Requested Privilege Level

DPL = Descriptor Tables

ARPL = Adjust Privilege Level Instruction

Confused Deputy Problem – BONUS QUESTION!!!

Smashing the Stack for Fun and Profit – GRADUATE STUDENT QUESTION!!
“smashing the stack for fun and profit”


Finger – 256 byte argument, present longer argument – goes to stack


ASN1 – header states data size, but not rigidly enforced

Sandboxing:

· because code may try to do “bad things”

· isolate it from Ring 0 by creating Virtual Environment

· (Example: Java Virtual Machine)


Object Oriented:

· CORBA – Common Object Request Broker Architecture

· All calls allowed only if part of trusted ORB

Protection Problem

· keep one user’s processes away from another

Hardware fixes

· limited in single

· segment addressing

· first register points to start of segment

· second register gives segment offset

Two-state machines


Current example – to mod unix kernel, boot to single user mode

8088/8086 – no distinction between system and user mode

80286 – protected segment addressing via rings

386 - virtual memory 

CPL can only be changed by ring 0 processes

GATES required to allow execution of code at a lower ring level

Bell LaPadula Model – Chapter Eight

State machine
· if we start with a secure “state” and prove that all “state transitions” yield a secure state, then we can prove the system is secure, and is preserved in a secure state by all transitions.

BLP – analyzing the MLS Operating System

· subjects and objects ordered with security levels (Partial Ordering)

· for all 

· SEE WRITTEN NOTES FOR FORMULAS

· (book p.141)

· SEE HASSE DIAGRAMS pp.64-68

Discretionary Security Property

Simple Security Property  - no subject may read higher level object

*-Property – no subject may write to lower level object

Trusted Subjects – not held to *-property

(we used example of military clearance system, and how “censors” are “trusted subjects” who could send data “up and down”.)

Definition of Tranquility

LIMITATIONS OF BLP --  only deals with confidentiality, not integrity.  Doesn’t address mgmt of access control.  Doesn’t address covert channels.

Telling whether an action is allowed or denied is a form of information flow

(usernames / functions)

OAK Policy – Clinic Records decision making (Paper by Anderson, instrumental in British version of HIIPA.

Security Models – Chapter Nine

BIBA Model – INTEGRITY (in the sense of Trustworthiness)

KNOW THE FORMULAS from Chapter Nine

Simple Integrity Property

Integrity *-property

Dynamic Integrity levels

Subject Low Watermark

Object Low Watermark

Invocation clearance


DO NOT WORRY ABOUT “Ring Property”

CHINESE WALL MODEL

KNOW THE FORMULAS from Chapter Nine

The CLARK WILSON MODEL
(Integrity in the sense of Data Integrity)

Know the diagram and components from book pp. 158-159

HARRISON RUZZO ULLMAN

How do you assign or change access rights?

How do you create or delete subjects and objects

THREE THEOREMS on PAGE 161

(p. 162)

INFORMATION FLOW MODELS

NON-INTERFERENCE MODELS

