CS 344 - Unix Operating

System Fundamentals

|
Francisco Hernandez
(hernandf@cis.uab.edu?subject=CS-344)

Office: cH138 & Undergrad Lab
Office Hours: Tue &Thu 4-6 PM
Other times only by appointment

http: //www.cis.uab.edu/cs344

Based on slides created by
Dr. Bangalore for the
Spring 2005 offering of the

course

Objectives

1. Introduce UNIX OS principles.

2. Provide hands-on experience using UNIX
through assignments.

Grading Policy

Homework 50%
Mid Term Exam 20%
Final Exam 30%
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Tentative Schedule

Date Topics Comments

June3 | Introduction and Overview

June10 | Chapter 2 and 3 - Touring the Features and Editor

HW-1
HW-2
HW-1Due

Junel7 | Chapter 4 and 5 — Using Basic UNIX Utilities and Scripts

June24 | Chapter 7 and 9 — Accessing and Changing Previous Commands and
Setting File and Directory Permissions

Julyl | Mid Term Exam

ul apter 8, 11, an — Specifying Instructions to the Shell, Controlling
ly8 | Chapter 8, 11, and 12 — Specifying [ he Shell, Controlling
User Processes and Managing, Printing, and Archiving Large Files

July15 | Chapter 13 and 14 —Shell Programming

July22 | Chapter 15 and 16 — grep & sed

July29 | Miscellaneous Topics and Review

Aug5 | Final Exam
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Operating System

o Acts as an interface between the user and
the computer hardware

o A program that controls the execution of
other programs

o Responsible for managing different
computer resources (CPU, memory, disk,
display, keyboard, etc.)
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History

o Bell Laboratories in Murray-Hill New Jersey
o Developed by Ken Thompson in 1969
o Multi-user/Multitasking OS

o Many “flavors” (System VII, BSD, Solaris,
Ultrix, Linux, ...)
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UNIX OS
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Other utilities

Shell, editors, etc.

Kernel

Hardware

Desktops vs. Servers

o Desktops o Servers
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Accessing UNIX systems

o Using client programs on Windows machines

PUTTY -
http://www.chiark.greenend.org.uk/~sgtatham/putty/d
ownload.html

SSH Secure Shell Client -
http://www.icrew.org/mirror/ssh/SSHSecureShellClient-
3.2.9.exe

o Other options:
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Login to one of the SUN desktops in the lab

Install Linux on your computer (dual boot)

Use Knoppix Live CD (no need to install anything)
Use Cygwin/VM Ware (runs as a windows process)




Double click on the SSH Secure Shell Client, the following window will appear

- default - SSH Secure Shell

e Bt vew wedw teb
SR 38 2em 890 %N

£) Quek Comnect () Profes

3.2.9 (Build 263)
i Conmunications Security Corp

55 secure Shel
2 heep: /v, ash. con/

Copyricht (c) 2

ercial version.
11 funcrionality

Tnis copy of SSH Secure Shell is & non
© include FKI and FKCS

This version doss nos

1
it correczed ooz [ AL [
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1. Press ENTER key, another pop-up window will appear
2. Enter the hostname and username
3. Click on “Connect” button
3 - default - SSH Secure Shell
e Bt vew wedw teb
SR 38 2em 890 %N
&) Quick Connect (] Profies.
S5 sacare Shell 3.2.9 (Buile 253)
Ght. (c) 2000-2003 S8 Commumications Security Corp - hetps //umy. ssh.con/
Tuis copy of S5 Secure Shell i3 & non-commercial version.
[ ——
1 HostNane: et bt
s Name: |
FonNunber C—
uthenticatn Method: T - |
it cormeceed-press [eozs [ A [
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Click on Yes
e Bt vew wedw teb

eRaane e

I Y
&) QuikConnect (] Profes
S5 secuee el 9.2, (wita 79

i Conmunications Security Corp

Copyrighe (c) 2000-21
LSERES Host Identification
This versi

You ste conneciing 1 the host"bazer. i usb.edu ot the s tne.
The host has provided e s dentioaton, hostpublskey.

1 The fingerpint o the host publc key is
okonpcatsalavbpkukuniz avithek oz ipaz 2sbos nopipus

Youcan save the host key toth local database by cicking Yes.
i

Youcan cortiue wihout saving the host key by cickang Ko
You an also cancelthe cornection by cicking Cance.

Do o want 0 save the new host key ot local dlabase?

cuesl |

ot connected - press )
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Enter password

default - SSH Secure Shell

e Bt vew wedw teb
SR 38 2em 890 %N
&) Quick Connect (] Profies.

55H Secure Shell 3.2.9 (Build 283)
03

soht () 2000 H Communications Security Corp - htep: /v

copy

i copy of S9H Secure Shell is a non-commercial version.
This version does 1 e PKI and PKCS 11 functionality

.
ot [
E i Cancel

[s024

ot connested - press

N
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Now you are ready to enter commands at the UNIX Shell prompt

jab.edu - default - SSH Secure Shell

e w wedontelp
HeR 82 2er 890 %N

£) QuekComnect () Profes

55H Secure Shell 3.2.9 (Build 283)

Tuis copy of S5H Secure Shell is a non-commercial version.
This version does not include PRI and PRCS #11 functionalicy.

Sun Wicrosystens Tnc.  Sun0s 5.8 Generic February 2000
Copyright 2001 Sun Microsystens, Tnc. 01 San Antonio Road, Palo Alto,
California, 94303, U.5.A. ALL rights reserved.

This product includes software subject to the license and legal

notice conteined herein be found at.

Jopt/Legal/License and /opt/legal /Legal Notice.

tso13s

puri@blazerl:

Copyright (c) 2000-2003 S5H Communications Security Corp - Btep://vn.sch. con/

e 552 - sozche - -none (0524 | (AL [ )
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Some sample commands
jab.edu - defaut - SSH Secure Shell
w wecon telp

CIE e R T

&) Quick Connect (] Profies.
Copyright 2001 Sun Microsystems, Inc. 901 San Antonio Road, Palo Alto, |
Californis, 54303, U.5.A. ALl righes resecved.
This product inclues software subject to the license and Legal
notice contained herein and vhich asy be found at
7opt/Legal/License and /opt/legal/Legal Notice.
puritnlszer:

s
pursniszer

B (bridgel)

s (purane)

purib1szer

Jenvary 2005
sHN YT F 5
8 El
s B

5101112 13 14 15

16171819 20 21 22

232425 26 27 28 29

pursiniazert:-[s04 ane

beshs sbe comand not zound

purifolazerl:~[505) ||

e 552 - sozche - -none (00524 | (A1
15
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Interacting with the Shell

o Type a command and press ENTER

o Shell starts a new process for executing the
requested command (utility)

o The new process executes the command and the
shell displays any output generated by the
command

o When the process completes, the shell displays
the promJ:)t and is ready to take the next
comman

o Additional arguments after the command are
used to pass specific information to the command

o The command “exit” or CTRL-D kills the shell
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Sample Commands

o Identifying current directory
= pwd
o Listing files
mls
o Passing arguments
m Long listing: Is -1
o Listing processes
mps
m ps —u <userid>
m ps -ef
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“man” Command

man provides
on-line
documentation of

the UNIX system
itself.

SH2 - aes125-coc —hmacnds -none | 80124
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Simple Operations with Files

o View Files with “more”
m search for a string - /<string>
m move forward and backwards - nand b

o Other options to view files - cat, head, tail
o Count lines, words, characters - wc

o Copy files - cp

o Rename files - mv

o Remove files - rm

o Sorting contents of a file - sort

o Locate specific lines in a file - grep
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SH2 - aesi28-<bc _hmacnds -none.
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Device Independence

o Devices (printer, terminal, disk files,
modems) all appear as files to UNIX
programs

o Output Redirection
m Instruct a command to send the output to any

device or file

o Input Redirection

m Instruct a command to receive its input from
any device or file

o Input/Output are device independent
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Redirecting Output

o By default output from a utility is sent to the
terminal/screen

o Output can be redirected to a file or another
utility

o The “>" symbol tells the shell to open a new file
and send the output to that file
m |s -] > myfiles

o The “|” symbol tells the shell to connect the
output of the first process to the input of the
second process
m s -1 | we-I
m Two processes are created for each of the commands

and the output of the first process is sent to the input of
the second process
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Redirecting Output

out Screen out ——
Utility: Is Utility: Is
Args: -l File: myfiles

Args: -|

Command: Is -I Command: Is —| > myfiles

out %E‘ @ Screen m

Utility: Is Utility: we e
Args: -1 Args: -1
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Other Directives

o Input redirection - “<”
m e.g., pr < myfiles

o Append output to a file - “>>"
m e.g., cat newfile >> outfile

o Execute multiple commands - %"
m e.g., clear; date
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Miscellaneous

o How does the shell distinguish arguments from
utilities?
= ABC|DE|F>G
o Repeat commands (depends on the shell)
m Repeat previous command - !!
m Repeat a command starting with some string - Ip
(execute last command starting with p)
o History - using the “history” command
o Shortcuts - using the “alias” command
m Type: alias h=history and press ENTER

» When you type h, the shell will execute the
corresponding utility
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Directory Structure

o Similar to “Folders” in Windows

o Natural way to organize files into directories and
sub directories

o */” (forward slash) is used as a separator
between directories and files

o */” also denotes the root directory (highest
directory in hierarchy)

o When we login we will be in the HOME directory
(e.g., /home/hernadf)

o “pwd” command prints the current directory we
are in

o “cd” command is used to change directories
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Typical Directory Structure

/
\
\ \ \ \ \ \ \ \ \ |

bin dev etc home lib mail shin tmp usr var

alice barry gary jane larry

I—V—\I—V‘—V—\

myfiles dat.in dat.out data misc mydoc myfiles

\

myfiles dat.in dat.out
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Working with Directories

o Change directory

m cd <directory-name>

m cd; cd mydir; cd ./mydir; cd ..; cd ../misc; cd ~/mydir;
o Create directory

» mkdir <options> <directory-name>

m mkdir mydir; mkdir /home/puri/mydir; mkdir ../mydir
o Remove directory

m rmdir <options> <directory-name>

m rmdir mydir; rmdir /home/puri/mydir; rmdir ../ mydir
o Details about a command can be obtained using

the *"man command” - e.g., man mkdir

6/2/2005 28

Listing Directories and Files

o v/s” lists files and directories

o By default “/s” displays directories and
files sorted in alphabetic order column-
wise

o Other options can be used to display
details in different formats
m long listing: Is -

m long listing in reverse order: Is -Ir
m |ist sorted by time stamp: Is -t
m see man page for more options
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View Files

o Using “more”
m more <filename>
m SPACEBAR to move forward
m move forward and backwards - nand b
m search for a string - /<string>
o Other options to view files - cat, head, tail
o Combining cat (head, tail) and more
m cat myfile | more
m tail -200 myfile | more
o Using editors (vi, emacs, etc.)
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“wc” command

[m]

wc <options> filename

Default behavior is to print number of lines,
words, and characters followed by the filename

Count lines - wc -I <filename>

Count words - wc -w <filename>

Count characters - wc —-c <filename>
Count lines & words - wc —Iw <filename>

Also “wc” can be used with input redirection
m cat <filename> | wc -|

[m]

OoOoooan

m s | we
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Copy Files

o Copy files using “¢p” command
o Usage: cp <options> <source> <target>
o Some common options:
m Interactive (prompt when overwriting) - i
m Preserve permissions and ownership - p
m Recursive copy - r
o Examples:
= cp mydoc newdoc
= cp mydoc ../
m cp ../newdoc .
m cp -r mydir /home/puri/old-dir/
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Rename or Move Files

o Rename/move files using “mv” command
o Usage: mv <options> <source> <target>
o Some common options:

m Prompt for confirmation - i

m Move without confirmation (force) - f
o Examples:

m mv -i mydoc newdoc

m mv -f mydoc ../

= mv ../newdoc .

m mv mydir /home/puri/old-dir/
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Remove Files

o Remove files using “rm” command
o Usage: rm <options> <filename>
o Some common options:

m Prompt for confirmation - i

= Move without confirmation (force) - f

= Recursive remove - r
o Examples:

= rm mydoc

= rm -f mydoc ../newdoc

m rm -i ../newdoc

m rm -r mydir
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